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Cisco Eves Biztonsagi Jelentés 2015:

Mi az a malware ? Common Winsabity Scoring Sysers (CVSS)

IntefiShield 1D

Headling

33595

Malware = Malicous software ss0
Barmilyen kod, ami kart okoz(hat)
Ismeretlen kod, ami érdekes lehet =

Vd 33961
Tipusok
28462
rootkitek, backdoor-ok
30128

botnet-ek, scareware-ek
férgek, virusok,

OpenSSL TLS/DTLS Heartbeat information Disclosura Vulnaratiity

GNU Bash Environment Variabio Cortent Proceming
Asbitrary Code Execution Vulnerabilty

GNU Bash Enwironment Viriable Function Defniticns Procassng
Arbirary Code Execution Vulnerability

Drupad Core SOL injaction Winersbiiity

Adobe Flssh Player Remote Code Execution Vulnersbiity

Microsoft intemat Explorer Delated Mamary Otject
Code Executon Vunerabdity

Orecle Jeva SE Sacurily Bypass Arsbitrary Code
Exacution Vulnesabiltos

Multiple Vendar Products Struts 2 Action: Parameter
Procassing Command Injection Vulnenabiltty

Hogyan védekezzunk ellenuk, ha nem értjuk a mikodésuket?

Van erre eszkdzunk?
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Amikrdl mindenki hallott mar ...

.. a tamado okosak és motivaltak

.. a modern malware = egy iparag
zero day sérulékenység ara: $$$$$  -> $40,000 - $160,000
browser exploit pack ara : $$$P -> BlackHole bérlése : $500-700/hénap, -> $450k
botnet ara : $$ botonként -> 10.000 zombi: $1000 (US)
bankkartya ara : $ kartyanként -> 9$ -35%

.. Célzott thmadasok, Advanced Persistent Threats, Cyber Security...

.. Spear Phishing, Water Holing, trojaiak, Buffer Overflow ....

Hmin
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- Zsarolovirusok (ransomware-ek)
olyan kartéekony programok,
amelyek egy szamitdgepre jutva
elérhetetlenné tesznek bizonyos
fajlokat vagy akar az egész
rendszert

- Az els0 :1989-bOal

- 2 csoport:
- Lockerek
- Cryptoware-ek

l Your private key will be
| destroyed on:
|
|

4/13/2015
| Time left: 00:00

Nmir
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Your files have been safely encrypted on this PC: photos, videos, documents, etc.
Click "Show encrypted files” Button to view a complete list of encrypted files,
and you can personally verify this.

Encryption was produced using a unique public key RSA-2048 generated
for this computer. To decrypt files you need to obtain the private key.

The only copy of the private key, which will allow you to decrypt your files,

is located on a secret server in the Internet; the server will eliminate the key
after a time period specified in this window.

Once this has been done, nobody will ever be able to restore files...
In order to decrypt the files press button to open your personal page

File decryption site | and follow the instruction.

in case of "File decryption button” malfunction use one of our gates:
http:/ / 34r6hq26q2h4jkzj.42k2bul5.com
https:/ / 34r6hq26q2h4jkzj.tor2web.blutmagie.de
Use your Bitcoin address to enter the site:
IMQrarWHRo052jt32elUzpNcarS)

Click to copy address to clipboard |

if both button and reserve gate not opening, please follow the steps:

You must install this browser www.torproject.org/projects/torbrowser.html.en
After Instalation,run the browser and enter address 34r6hq26q2h4jkzj.onion
Follow the instruction on the web-site. We remind you that the sooner you do so,
the more chances are left to recover the files,

Any attempt to remove or corrupt this software will result

in immediate elimination of the private key by the server.

Click for Free Decryption on site

Enter Decrypt Key




Zsarolo programokral ...

- Gyakran fejlédnek és mutalodnak

- Leggyakrabban
emailcsatolmanyban, fert6zott
weboldalakon terjednek

- akar megbizhato weboldalakrol is
(ha az azokat reklamokkal ellato
hirdetéskiszolgalo fertéz6dik meg)

- Itthon a Locky (valamilyen
szamlanak tiné Word + macro) és
a CryptoWall 4 nev( zsarolovirus
fordul el6 leggyakrabban

Nmir
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Egy érdekes cikk ...

PREMIUM BELEPES 3

g o S .
Biztensagportal
Wn informatika érszeme

Virusvédelem + Adatbiztonsag + Sebezhetdéségek + Csaladbiztonsag + Mobilbiztonsag -

Igy kerestek milliokat az internetes csalok

Szerzd: Kristof Csaba | Utolsé médositas: 2015.10.08. 07:32

A Cisco jelentés csapast mért egy olyan kiberb(in6z6i csoportra, amely zsarolé virusokkal
dollar milliokat csalt ki az aldozatul es6 felhasznaloktol.

- . . = - AR
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Cisco Talos és a zsarold programok
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N

CISCO

THREAT SPOTLIGHT: CISCO TALOS THWARTS ACCESS TO MASSIVE
INTERNATIONAL EXPLOIT KIT GENERATING $60M ANNUALLY FROM
RANSOMWARE ALONE

OCTORE®S

Today, Cisco struck a blow to a group of hackers, disrupting a significant International revenue stream generated by the
notorious Angler Exploit Kit. Angler is one of the largest exploit kit found on the market and has been making news as it has been
linked to several high profile malvertising/ransomware campaigns. This is the most advanced and concerning exploit kit on the
market - designed to bypass security devices and ultimately attack the largest number of devices possible




Angler infrastruktira

EXPLOIT
SERVER

MASTER STATUS
SERVER SERVER
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~40% of users being served exploits are compromised by Angler. _
~62% of Angler infections delivered Ransomware and the average ransom is $300.

ANGLER REVENUE

The average life of an Angler server is one day - in that day we
found -9,000 unique IP addresses with around 3600 compromised
users, The average amount per user that pays the ransom is $300,
leading to an annual revenue of more than

targeted victims per day observed served exploits
In a single day

of users being served of Angler infections
exploits were dellvered Ransomwarg
compromised

I
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vm|m|ww|mww|m '

WARNING: All domains on this website should be considered dangerous. If you do
not know what you are doing here, it is recommended you leave right away. This
website is a resource for security professionals and enthusiasts.

Search: All Results to return; 50 Include inactive sites

Page 01 ..37

U0 P ST e il e of 45.32.153.167 45.32.153.167.vultecom. Angler K FEUSURRE L 20473
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2016/04/21_23:00 WWWW 45,32,153.167 45.32.153.167.vultr.com.  Angler EX mmm 20473
2016/04/21_22:55 mgﬂgxfg‘&:&zﬁumﬂdmﬁdmw 45,32,153.167 45.32.153.167.vultrcom. Angler EK m‘;gmw. com 20473 8
2016/04/21_22:50 (9300 0ektuna. lop/expose/Ieeece/tidings dISCOVEr-  45.32.153.167 45.32.153.167.vultrcom. Angler £ ReSIEERL L 20473 e
2016/04/21_22:45 ng‘:z:‘:r;g‘zr‘j;?uﬁ;gﬁ?“’“""““""“""“’ 185.58.224.173 m“‘;imﬁg'gz S Angler EX m&mw. com 19988318
2016/04/21_22:35 mm : §9.36.213.228 NoSt228-213°36°89St  pngier £ A cam 199653 [
2016/04/21_22:30 m;mmfmﬁ}cm“’ Mdings-discovery-  §9.36.213.228 NOMZ2B-21-EOIM  pngier g m&mw. com 199653 11
NIA/MNAT 22:-2% m'm'wwlm fo AQ 2R 21212248 M‘m-zl}a&”"t Annler F¥ m L 1aasc2 i B

http://www.malwaredomainlist.com/mdl.php




The Kill Chain

K] Google




Az aldozat megtamadasa

Valamilyen csatornan, email, social media, telefon elérjik hogy az aldozat
megnyissa a csatolmanyt vagy klikkeljen egy linkre

... Futtathatd malware inditasa
.exe, .msi, .vbs, .ps1, .dmg, .... {

... Sérulékeny alkalmazas/plugin kihasznalasa

. Enterprise

{ S
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Demonstragio =~

4 percben Flash alapu spearphising tamadas






Tamadas elott: Az antivirus rendszeren
atmenne?

« Online AV scanner: http://virustotal.com : megosztja a mintakat
mas AV vendorral

 Célzott tamadasok sajat dedikalt AV teszt rendszert hasznalnak

Teszteljink tamadas el6tt
Turelmes vagyok.
Nekem csak egyszer kell tamadnom.



http://virustotal.com

Mas rendszerek nem osztjak meg a mintakat

¥ AV-CHECK W
I 4

av-check,
virtest,
scan4dyou

I
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Malware analizis technikak
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Mit csinal egy malware ?

- Megnézi a ,kornyezetet”
(antivirus, anti-spyware, ...)

- Megprobalja megorizni magat
(registry)

« Kartékony koédot tolt le —
09c46e3..d11cd2 [PE] - D-O-O—&

62abed7..155eb4 [PE]

. , )
 File-t hoz létre e P O>-0-O-® B, B RSB A Ay

lexplore.exs [PE] C) Detected ZBot:FakeAlert-tpd as 2_3564327093, 2q3wet(R) x|

Explorer.EXE [PE] =
Windows (R) 2000 Operating System 5.0.2137.1 (8db0d7f..7a1c7a)

« Hook (sajat kodot regisztral) -> o <y
keyl O g g e r Created by a.exe (0723932..bfe85f) [PE Executable] executing as

A@ZBOTTEST2.

° M alware V a?y C n C (C O m m an d :::vnloaded from http://getmalware.com:8888/downmal/zbot.

an d C O ntrQI é.l I 0 m éssal The file was not quarantined. In audit only mode.
ko m m u n I ka At 13:02:42, Tue Feb 10 2015 UTC [ more details ]
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Mi az a malware analizis?

- A malware szétboncolasa, viselkedes
elemzese, részek elemzése

« Ami Nem:;
» forensics elemzés
* Incident Response (IR)

- Macska- egér harc

- Ha jol csinaljuk, vezeti az incident
response munkalatokat

- A malware analizis segitségével joval magasabb
biztonsagi szint érhet6 el

» Host alapu ,nyomok” és haldzati szignaturak

Hmin
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Malware analizis lehet6segei

+ 1. Utana

- forensics analizis a gépeden ... ?
» Hoppa, a vallalati adatbazis kikerult !

« 2. Mas gépeén, elétte ?
* Nagyon célzott tamadas ?
» Az egész gép tikrozése ?
» Agent szilkséges?

©
4

i

| ]
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Malware
analizis
lehetOségel

e 1.

Statikus

Disassembler, pl. :
IDA, OllyDbg

Reverse
engineering

Komponensek
vizsgalata lépésrdl
|eépésre

Gépi kéd->
assemply konverzié

Memory dumper:
LordPE, OllyDump
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Malware
analizis
lehetOseégeil

e 2. Dinamikus
analizis

Creating Trust Online’ . Sanin | &
g 3 ThreatExpert el Want to search thi

" Home ThreatExpert Reports” ~ Submit Sample ADOUt ThreatSxpert

ComOdo Ins | Submit Your Sample To ThreatExpert

Attention! Before you submit any files, please consider Registering @ new account. The registration will provide you with an easy way to aczess y¢
OWN reperts.

* Viselkedés

naplozasa malwr ,*\

* Virtudlis gép =

By submitting the fite, you automatically accept our Terms of Service erms and Conditions:
 Sandboxing Select file
. Debugger (GDB,  Share the sample

WindDGB) iR

5+1=
Analyze

Nmir
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Kod analizis manualisan = sok munka
nem automatizalt eszk6zok

DeteCt Autoruns: A:mNnimmrl fadindaict = Process Monitor - Sysinternals: www.sysinternal... |:||E||z|
° Autoruns danidX i ile: di S il il Cinkion Heln -

3 image Hiacks

| & Eventheg Fle Options View Process Find Users Help
File system és registry e I TR T YCE=1CTE AT S ] e =[] v

PID CFU Proste Bytes  Worong Set  Desowtion Compary Neme ~
0 o 3 0K 3

monitoring: ot s

I Bresdcom Metitrere Ggend Emoret Diver Ceme
£ Breadcom Netidimre Geast Enaret Diver ‘Cvas

i , i HILM\SOFTWARS
* Process Monitor es Capture BAT | sScaoal e pm. =
; ; . t,ﬁl‘uf,ém : Kt ::u,: : ?"é?; :..,:\ |:v:q‘1-;- I"’_n:_é}* aqan @auey 1
Process monitoring: B @ o1 SE o
] 5 Wwea U " =
* Process Explorer és Process @ Hostn The Work s Mot Popula Metwork rotoce Ansyre ‘
Hacker o HKLMISOFTW ) : |
&1 (8 wpbeao <o f T N ST
- . . | ﬁ apphoain 1
Network monitoring: 9 3 sk we] g et mov g Wi |
) i ) v < 22 |retad i ; oo e cm‘;“ 3 -‘;
» Wireshark és SmartSniff 3::‘;‘" S s i
S bchind ' nu] Reere amp 2t e mparn b 1o S S Vbt & s.mploaplum
» | svohost |

s e oy sotuity ‘
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Change detection: g:%;
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Mi az a sandboxing?
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Sandbox

Ak Piaast = » Report :
& B » network activity
= e » persistence
- Virtualis gépben a kéd N o (registry writes,
futasa e B
_ B Sommmreees e S creation)
 Appliance (felhében vagy T - spreading
lokalis ) - anti-debugging
: : , » readin
« Kimenet : a viselkedes passw?)rd files
leirasa, “bizonyitékok” « keylogging

 |d6be telik az analizis

Report
ArtifactsFile,
video

« TObbnyire automata

Nmir
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Nincs tokéletes megoldas

Sandboxing

“Detect the
Unknown”

Application
Control

“Fix the Firewall”

IDS / IPS
UTM

“Captive Portal”

“No false positives,
no false negatives.”

“No key, no access”

FW/VPN

“It matches the pattern”

“Block or Allow”

Hmin
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Malware sandbox detektalas

Miért érdekes ez?

Ha a malware detektalja a sandbox kérnyezetet,
nem csinal “rosszat”

Nem mikodik a dinamikus analizis a
tovabbiakban

Csak a statikus analizis marad

Jo sandbox: Ggy csinal, mint egy “buta”
felhasznalo, ...

Hmin
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Malware sandbox detektalas (piros-kek pirula)

« VM karekterisztikak ellen6rzése

» registry keys, MAC address, processes,
services

« Ko&d végrehajtas kuldnboz6 idbzitéssel
leredménnyel

 Varj 10 reboot-ot, ... 1000 egér kattintast

« Malware csak alszik X orat
« sandbox nem tudja végtelen ideig vizsgalni

» Ellenintézkedés : orafelgyorsitas a sandbox-
ban

» Ellen-ellenintézkedés : ... <amit te gondolsz>

N
CISCO




Sandbox detekcid

“Turing test” vagy felhasznalo
input - tevékenység

* Mozog az egér? A billenty(izetet
hasznaljak?

» Megkérjik a felhasznalot, hogy
Klikkeljen ...

« CAPTCHA

Nmir
CISCO

-

 Kérlek,

2 .
B
o

B
[N

'

-

B
g

~ kattints ide

>0 -




Sandboxing

>

* Antivirus a Malware ellen, csak forditva...

« Sandboxing egy jo tool, de nem nyujt védelmet minden egyes
tamadassal szemben, nem atverhetetlen

* Fejlett tamadasok ellen tobbrétegi védelmi rendszer kell

e
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ThreatGrid “a” sandbox
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Cisco AMP Threat Grid — miben mas?

» Gyors, automatizalt analizis, allithat6 futasidé
» Lathatatlan a minta szamara, sok viselkedés elemzés

 VideO lejetszas, Glovebox : malware interakcio
» Process Graph for visual representation of process lineage
* Threat Score & Behavioral Indicators

» Kereseés és korrelacio minden adatreszletre (artifacts) a tébb milliard
mintabazison (globalis kontext)

« Az elemzb részletes leirast kap, jobban megérti a malware mikodését

» API az els6 naptdl, integracio a jelenlegi IT biztonsagi megoldasokkal (
minta feladas, riport ), Cisco AMP

» Custom threat intelligence feed-ek tamogatasa

e
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ThreatGrid platformok

Felhé: adatkdzpont US (EU jon)
« Tobb millié analizis per nap
* 6 -8 millio analizis hdnaponta (és egyre né ...)
« ThreatGRID software és dedikalt hardware
« Mas felhd szolgaltatéra nincs sziikség
« Tobb alloméasos architektura

On-premise Appliance: - helyi elemzés
* max 5,000 minta naponta (ThreatGRID 5500 Series)
» Kiemelt biztonsagu szervezetek szamara
» Azonos funkciokészlet / GUI, mint a ThreatGRID SaaS

» Az appliance frissitést kap => a teljes kontext latja az
elemzb

Hmin
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Sajat elemz0 rendszer - Proprietary
Analysis

« Kuls6 elemzés

« Nincs jelen a VM-ben, mint mas sandbox-ok, pl.: Cuckoo

« Dinamikus analizis :
— External kernel monitor, zero-instrumentation
— Dynamic disk analysis showing modifications to the physical
disk such as changes to the Master Boot Record
— Full user interaction and emulation through ThreatGRID’s
Glovebox
— Full video capture, playback of all screen activity
— Detailed analysis of malware sample activities including
network traffic

- Statikus analizis :
— PDF, RTF, CDF, JavaScript, HTML and PE files

Hmin
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Threat Score

« 440+ viselkedés jelzd : Behavioral indicators (and growing)
» Malware csaladok, karos viselkedések
» Részletes leiras, bizonyitékokkal

« Megbizhatdsag alapu prioritas -> segit a SOC elemzésben és IR tudasbat

Behavioral Indicators Threat Score: 100
© Artifact Flagged as Known Trojan by Antivirus Severity: 100 Confidence: 100 Jl
© Process Modified an Executable File Severity: 95 Confidence: 95 |
© A Document Flle Established Network Communications Severity: 90 Confidence: 30 |l
& PDF Contains Embedded JavaScript Stream Severity: 80 Confidence: 80 |l
@ Process Modified Shell Program Autorun Registry Key Value Severity: 80 Confidence: 60 |l

Autorun registry keys can be used to load applications when Windows is started. Malware often uses Categories persistence

these key locations to maintain persistence on the host, The values to examine are located in subkeys Tags ProCess, aUtorun, registry

Run or load. The key value will indicate whera the program that will load on startup is located.

Process ID Process Name RegKey Name RegKey Value Name RegKey Data Type RegKey Data
USER\WS-1-5-21-1202660629-583907252-
1801674531- CADOCUME~1\WJOEMAL-1'\LOCALS~1\Temp\spoolsv.
1312 (spooisv.exe) SPOOISV.EX8 43\ SOFTWAREWIGROSOFT\WINDOWS I . exes\\0
NTVCURRENTVERSIONWINDOWS
D Artifact Flagged by Antivirus has Assigned CVE Number Severity: 70 Confidence: 50 |l

D Process Modified File in a User Directory Severity: 70 Confidence: 80 |l



ThreatGrid Safdbox Dem "







Advanced Malware Protection



« If you knew you were going to be compromised, would you
do security differently?”

« Marty Roesch
« Chief Architect — Cisco Security Group

Hmin
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Uj megkozelités szikséges



AMP: Advanced Malware Protection

Network-based AMP Detectiony, AMP for hosts desktop
- — Services & Big and mobile devices
-_ Data analytics A

FireSIGHT Management Center Private Cloud / SaaS Manager

! -_— = ]
5 H
[ } oS IR
souceire sensor [l D (@ ) ‘3
/ | :
3 \\’ \'\\\ 7__,]

=] T
‘ Host-based AMP
AMP  Kis méretl agent
Malware _ * File hozzéaféréseket figyeli (move/copy/execute)
license Nlncs + Jellemzdket gydijt (fingerprint & attributes)
szukseg * Lekérdezi a file statuszat (tiszta, malware, ismeretlen)

agent-re




Cisco biztonsagi model

‘ I )
Control ﬂct

Enforce Block

Harden Defend




AMP : Point-in-Time + Retrospective Protection

Point-in-Time Protection Retrospective Security

Breadth and Control points:

Email ®) Network
2) Endpoints &) IPS
Q ww \Web 8" Devices
fo] /
D) 2 G
Stream
_ Q) Continuous feed
One-to-One Fuzzy Machine Advanced
Signature  Finger-printing Learning Analytics _

File Reputation & Sandboxing

Continuous Analysis



Protection Framework: Ethos Engine

« ETHOS = Fuzzy Fingerprinting
statikus és passziv heurisztikat
hasznalva

« A malware-ek polimorf variansaira

» Gyakran ugyanazok a strukturalis
jellemzdk

» Az eredeti és variansok elfogasa ->
pontosabb dontes

. Déntési fat épit

Hmin
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Protection Framework: Spero Engine

« SPERO = Machine Learning using active heuristics

| (file)
Data —_—
Clean/ Machine Predictive

' : Model Expected Label
Dirty Feature Vectors Learning Decision

Unknown

,‘ T Performance

sampl N W Algorithm Trees
€s bata Clean
i :

e
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Protection Framework: I0Cs

« |0C = Indicators of Compromise

» Specialis jellemzd, nyom (artifacts) ami a
tamadas utan ottmaradt

« XML alapu leiré nyelv, hogyan tudjuk
azonositani a malware-t

» Host vagy/és halozat alapu nyom, host
alapon kezdeményezett letapodatas

* OpenlOC 1.1 eredet

Hmin
CISCO

Wikipedia:

“in computer forensics is an artifact observed
on a network or in operating system that with
high confidence indicates a computer
intrusion.”

http://en.wikipedia.org/wiki/Indicator_of compromise




Plan A: The Protection Framework

Device Flow Dynamic
1-to-1 Signatures Spero Correlation Analysis

--------

Ethos IOCs Advanced
Analytics

All Methods < 100% Detection

CCCCC



Plan B: Retrospection

Typical Analysis

Initial Disposition » Unknown protocols
» Encryption
» Performance

1-to-1, Fuzzy, Machine Actually...
Learning, Sandboxing, etc; Disposition = BAD
Disposition = CLEAN ... too late!

Continuous Analysis

alieali Initial Retrospective Alert
cisco Disposition = CLEAN sent later when
Disposition = BAD

* When you can’t
detect 100%,
visibility is critical




Retrospection Framework: Trajectory

D load K . Two files are access when 3 files are downloaded.
ownloads an unknown .zip the .zip is opened, it AV triggers on two Our last unknown file
creates a DLL, and a files, but #3 moves opens a window
PDF. itself on disk and Saying “Download
r oA begins to connect to Completed”.
L._I random IP addresses.
r_2a
)
o ra g’
5
. * (®
L Acrobat launches L.—l
svchost.exe??? (g N r F.‘l
[ ‘e ‘o’ m -t d R
L r_ L4 . o . o
S o S T gl Tl
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Nyomkovetés alkalmazas es haldzati szinten:
trajector

Overview EEUEUIEE Policies Devices Objects

Context Explorer

Network File Tra]

Fllo SHA256

File Names

File Type

File Category
Current Disposition
Threat Score
Threat Name
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10.0.152.123
10.0.202.100
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Analysis Report
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Remote Interaction
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A DNS csatorna biztonsaga
OpenDNS



Why OpenDNS?
DNS Services Built for World’s Largest Security Platform

GLOBAL NETWORK UNIQUE ANALYTICS

80B+ DNS e security research team
requests/day automated classification
65M+ biz & home users BGP peer relationships

100% uptime 3D visualization engine 80 M +
Any port, protocol, app + e

33 - e malicious requests
N , blocked/day
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A New Layer of Breach Protection

e Threat Prevention
Not just threat detection

i O Protects On & Off Network

Not limited to devices forwarding traffic through on-prem appliances

............................. Always Up to Date
No need for device to VPN back to an on-prem server for updates

T 0 Block by Domains, IPs & URLs for All Ports
Not just ports 80/443 or only IPs

UMBRELLA e Q Turn-Key & Custom API-Based Integrations

Does not require professional services to setup
Enforcement

Hmin
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Mit tudunk mi tenni ?
Kozosségi egyuttmiikodés

« Snort : ingyenes, IDS/IPS rendszer

ClamAV: ingyenes virusirto

Immunet : ingyenes ,advanced malware protection” rendszer

=immunet

OpenAppID : alkalmazas definiciok és azok megosztasa

OpenDNS : ingyenes, szabad DNS szolgaltatas OpenDNS

Hmin
CISCO




Osszefoglalas

« Modern malware tbkéletesen at tud menni a ma alkalmazott “point-
in-time” detekcios eljarasokon

« Detekcio fontos, de szilkség van masra is.

« A sandboxing egy hatasos detekcidos modszer, de nem mindenhato
« Retrospektiv elemzés megmutatja, mit nem kaptunk el

« AMP Everywhere — mindenhol : teljes ralatast és kontrolt ad

A VALASZIDO CSOKKENTESE ..
... ABETORES OKOZTA KOLTSEGEK CSOKKENTESE
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