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"If you're a researcher on this book thing and you were on Earth,
you must have been gathering material on it.”

"Well, | was able to extend the original entry a bit, yes.”

"Let me see what it says in this edition, then. I've got to see it.”

... What? Harmless! Is that all it's got to say? Harmless! One word!
... Well, for God's sake | hope you managed to rectify that a bit.”
"Oh yes, well | managed to transmit a new entry off to the editor. He
had to trim it a bit, but it's still an improvement.”

"And what does it say now?” asked Arthur.

"Mostly harmless,” admitted Ford with a slightly embarrassed
cough.
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Smart homes

SMART HOUSE
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Smart vehicles (aka connected cars)
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Smart factories (aka Industry 4.0)
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How about security?

No surprise, loT devices are insecure

By
Hacking a living room: Kaspersky Lab researcher finds By BA®@ 9

032013 @ 3:08PM | 13,132 views

' Rep o
££ Hackmg Insulin Pumps And Other

David Shep

" Medical Devices From Black Hat = roecsts

:king

+ Comment Mow  + Follow Comments

Iratfic Monitoring l'ech Vulnerable 1o
Hacking

(9 POSTED BY: PAUL MAY 1,2014 11:38  COMMENTS OFF
Ie
by Connected cars aren’t the only transportation innovation that's coming down the pike (pun intended). As

= \e've noted before: smart roads and smart infrastructure promise even more transformative changes than —

" N

(Photo: Detroit News, file)

say — having Siri read your text messages to vou through vour stereo system.
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loT from a hacker’s perspective

Internet of Things

now easily searchable and cheap (in every sense)
accessible remotely computers easy to compromise
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The Internet Of Things 1s the
nightmare of pervasive
embedded insecurity

made real. - Taylor Swift/”

m“
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It could really be a nightmare...

==t WMIIEIED] Hackers Remotely Kill a Jeep on the Highway—With Me in It suascriee O

BUSINESS ENTERTAINMENT CIENCE SECURITY

AMDY GREENBERG SECURITY O7.21.15 B:DD AM

HACRERS REMOTELY RILL A
ﬂ/l EEEFN% THE HIGHWAY—WITH
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It could really be a nightmare...

= NETWORKWORLD

FROM IDG

u} By Tim Greene  Follow
- Metwork World ~ Sep 23, 2016 10:53 AMPT

Largest DDoS attack ever delivered by botnet
of hijacked loT devices

The delivery network has dropped protection for the Krebs on Security blog written by

Brian Krebs after an attack delivering 665Gbps of traffic overwhelmed his site Tuesday.

The size of the attack was nearly double that of any Akamai had seen before.

ANMMIeS O dCKEed 101 deviCe
launch unprecedented DDoS
attacks
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It could really be a nightmare...

PCWorld An loT botnet is partly behind
NEWS REVIEWS HOWTO VIDEO Bj Fr‘iday's maSSiVe DDOS attaCk

Major DDOS atti DVRs and other devices compromised with the Mirai
knocks Spotify, TevEeaEhek theatoe
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The sound of silence.
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loT devices became the weakest link
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Default passwords

RouterPasswords.com

The Roadmap to Modern IT Operations

Do you have what you need for your business' Digital Transformation?

Welzome to the internets langest and most updated defsult router pesswords databass,

Select Router Manufacturer:

CISCO

Manufacturer

CISCO
CISCO
CISCO
CISCO
CISCO
CISCO
CISCO
CISCO
CISCO
CISCO
CISCO
CISCO
CISCO

CISCO

CrySyS Lab, Budapest

Model

CACHE ENGINE

CONFIGMAKER

CHR Rew ALL

NETRANGER/SECURE D5

BBSM Rewv 5.0 AND 5.1

BBSD MSDE CLIENT Rew 5.0 AND 5.1
BBSM ADMINISTRATOR Rewv 5.0 AND 5.1
NETRANGER/SECURE IDS Rew 3.0{5}0517
BBSM MSDE ADMINISTRATOR Rev 5.0 AND 5.1
CATALY ST 4000i5000/6000 Rev ALL

PIX FIREWALL

YPM COMCENTRATOR 3000 SEREES Rev 3
CONTENT ENGINE

AP1200 Rev 105

FREE DOWNLOAD

pagerduty

Protocol

CONSOLE

CNR GUI

KULTI

TELMET OR MAMED PIPES

TELMET OR NAMED PIPES

WMULTI

KULTI

P AND NAMED PIPES

SHMP

TELMET

KMULTI

TELMET

KMULTI

Username
admin
cmaker
admin
netrangr
bbed-client
bbsd-client
Administrator
root

=8

(none)
(none)
admin

admin

Cisco

HOME | A00 FISSWOND | ADDUT

Password
diamond
cmaker
changeme
attack
changeme2
NULL
changeme
attack
(none}
public/private/secret
cisco

admin
default

Cisco

www.crysys.hu



Unpatched vulnerabilities

=3 The Hacker News

Security in a serious way

«

12-Year-0Old SSH Bug Exposes More than 2 Million loT
Devices

aas Thursday, October 13, 2016 & Mohit Kumar

New research [PDF] published by the content delivery network provider Akamai Technologies shows how

unknown threat actors are using a 12-year-old vulnerability in OpenS5H to secretly gain control of

millions of connected devices.
"New devices are being shipped from the factory not only with this vulnerability exposed but also

without any effective way to fix it. We've been hearing for years that it was theoretically possible for

loT devices to attack. That, unfortunately, has now become the reality.”
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Saturday, September 26, 2015

How | hacked my IP camera, and found this backdoor account

It is time to recap what we have. There is an undocumented teinet port on the IP camera, which can be accessed by default with
root:1234586, there is no GUI to change this password, and changing it via console, it only lasts until the next reboot. | think it is
safe to tell this a backdoor.

With this console access we can access the password for the FTP server, for the SMTP server (for alerts), the WiFi password (although we
probably already have it), access the regular admin interface for the camera, or just modify the camera as we want. In most deployments, luckily
this telnet port is behind NAT or firewall, so not accessible from the Internet. But there are always exceptions. Luckily, UPNP does not configure
the Telnet port to be open to the Internet, only the camera HTTP port 81. You know, the one protected with the 4 character numeric password by
default.




Firewall bypass as a feature

Desktop client

IP Camera

IP: 192.168.1.7 Cloud server
IP: 11.22.33.44 IP: 67.198. XXX.XXX:32100
|

Android client
Optionally: Python
IP: 110.2.4.6

Keep Alive >
- —Keep Alive— ~>:

|
r
|
f
|
: ¢——Where can | find IP camera 123456-ABCDE?
|
|
|
|
|
|

S |

|
I
| local IPis192.168.1.7, the public IP is 11.22.33.44 _
b cloud relay server 2 at 55.66.77.88

\V

- WTF, can't connect to 11.22.33.44 directly,
Q it is behind NAT/firewall
I I
| Hey bro, here is a client from 110.2.4.6, I

- 1

can you connect to it? i

\ J

|

|

| Yo, | heard you tried to connect to me,

' now you can connect, | opened a UDP tunnel to you

< Yo, thanks, is 1337 the admin password?

Hell yeah, you are the 1336th visitor asking,
but you are finally right!

A 4

loT security is a nightmare. But what is the real risk?

Hactivity 2016 talk by Zoltan Balazs

Awesome, can you please send me the FTP, email, WiFi login
details in clear-text please? The admin password is still 1337

B Sure, what could possible go wrong? .
FTP password is 1234, e-mail password is 12345 and WiFi password is Password1

source:
0, RPN

< Thanks man, you are the best! =
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In letters to the Federal Communications Commission (FCC), the Federal Trade
Commission (FTC) and the Department of Homeland Security (DHS), Virginia
Senator Mark Warner (D) called the proliferation of insecure IoT devices a threat to
resiliency of the Internet.

“Manufacturers today are flooding the market with cheap, insecure devices, with few market
incentives to design the products with security in mind, or to provide ongoing support,”
Warner wrote to the agencies. “And buyers seem unable to make informed decisions
between products based on their competing security features, in part because there are no
clear metrics.”

“Because the producers of these insecure IoT devices
currently are insulated from any standards requirements,
market feedback, or liability concerns, I am deeply
concerned that we are wiinessing a ‘tragedy of the
commons threat to the continued functioning of the
internet, as the security so vital to all internet users remains
the responsibility of none. Further, buyers have little
recourse when, despite their best efforts, security failures
occur” [link added].
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Security economics

-

vendors build
cheap devices

maximize profit
minimize time to market
more features, no security

[ consumers buy
cheap devices

optimize price/value ratio
don’t understand the risk
can’t identify quality

misplaced incentives

[makes no sense to build
secure devices

lemon market:

information asymmetry
consumers will pay average price

quality vendors leave the market €
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Have you seen this before?

Personal Computer Market Share

0 - .
1982 1983 1984 1985 1986 1987 1988 1989

O Other

W MNexT

B TRS-80

O Commodore 64
B Atari ST

O Atari 400/800

0 Amiga

B Macintosh

B Apple

W IBM PC + clones
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”History is just new people making old mistakes.”
— Sigmund Freud

CrySysS Lab, Budapest 26
www.crysys.hu




technology still
review

Published by MIT

The Internet Is Broken

TheNet'sbasic flaws cost firms billions, impede innovation, and
threaten national security. It's time for a clean-slate app
2076

By David Talbot on February 15 =SEkEsEe=

CrySysS Lab, Budapest 27
www.crysys.hu




technology
review

Published by MIT

The Internet ¥ Broken

TheNet'sbasic flaws cost firms billions, impede innovation, and
threaten national security. It's time for a clean-slate app
2076

By David Talbot on February 15 =SEkEsEe=

will remain
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