Kvantum informatika és
kommunikacio —
lehetoségek eés kihivasok

.A tudos leirjfa azt, ami van, a mérnok
viszont megalkotja azt, ami soha nem volt."
Gabor Dénes

Imre Sandor, BME-HIT
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* Motivaciok

* A kvantum mukodeés alapelvei — osszefonodas

* Alkalmazasi teruletek — Hol tart ma a
vilag?




MOTIVACIOK

A ket lehetseges vegeredmény: ha az eredmeény
megfelel a varakozasoknak, akkor mértél, ha nem,
akkor felfedeztél valamit! *

Enrico Fermi
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. Uj jatékszabalyok
— Korlatok es veszelyek
— LehetOségek
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Quantum Téchnologies Timeline

Atomic quantum clocks can be synchronised with GPS to provide very high levels of
timing stability and traceability, even in hostile environments where GPS is unavailable or
denied. These timing solutions can be useful within future smart networks, for instance
for the synchronization of energy grids, as well as in telecoms, broadcasting, energy and
security.

Quantum sensors that exploit quantum superposition and/or entanglement to achieve a
higher sensitivity and resolution will be purchased and used by companies and public
institutions for demanding construction projects; for instance, to measure voids under
the ground and to detect mineral deposits or legacy infrastructure. They will also be used
to provide non-invasive point-of-care diagnosis.

A secure intercity quantum link between a number of European capitals will allow
transmission of highly sensitive data without any risk of interception. It may contain
ground or satellite-based protected nodes derived from the development of trusted
nodes and quantum repeaters.

Quantum simulators can be constructed for the special purpose of simulating materials
or chemical reactions. Simulation allows new processes or properties to be explored
before the material exists, as a tool to design new materials that are needed in multiple
sectors, such as energy or transport.

T ior 3. Sensors 4. Computers
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¢ Secure Europe-wide internet
merging quantum at
classical communication

with consumer applications
including mobile devices

F General purpose quantum
computers ex
computational power of
classical computers

recognition. They will contribute to Europe’s smart industry, helping to make European
manufacturing industries more efficient.

. http://qurope.eu/system/files/u7/93056 Quantum%20Manifesto WEB.pdf
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M\ KVANTUMVILAG MUKODESE

L/AKIt nem sokkolt a kvantum elmélet, az biztos
nem is értette meg."

Niels Bohr
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* 1. Posztulatum: kvantum bit o) = 221 25 i)
— Hilbert-tér i=0
« 2. Posztulatum: logikai kapuk
— Unitér transzformacioé Ul =01
— Elemi kvantum logikai kapuk
» 3. Posztulatum: Q/C atalakitas P(m | o)) = (Q| M M,,|o)
— Meérési statisztika |
— Mérés utani allapot ') = M"f"””
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ALKALMAZASOK

A kvantum elméletrdl: ,Ha ez igaznak bizonyul, én
kiszallok a fizikabol!”

Max von Laue
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S Plaintext |  Ciphertext | Plaintext |
& > > &

f 1 () Sender Encrypt Decrypt Recipient
" Aliz I ! Bob
{u’ @ Different keys are used to
ff:').f \ i:ncrypt and decrypt messagti
&

Recipient’s Recipient’s
Public Private
Key Key

* Nyilvanos kulcsu titkositas
— nyilvanos titkositokulcs, titkos fejtékulcs

— kulcsok el6allitasa: két nagy primszam szorzatat felhasznalva
— feltorés: a torzstényezd8k meghatarozasa

A mai napig nem sikerult bebizonyitani, hogy nincs hatékony algoritmus

a feltorésre. Mindenesetre eddig nem sikerult ilyen klasszikus
algoritmust talalni.

« De kvantumosat IGEN!
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Table 9.1 Code-breaking methods and related complexity @

Method n = 128 n = 128 n = 1024 n = 1024 |s barrier

BF 1.8 107 4-10"% year 80 bit

BC 6-107% 11.29 year 273 bit
G 4-1073 3.7-10°" year 159 bit
S 2. 1()—5 3.4 - 107 year 10000 bit

A\

) Peter Shor (1959-) ) )
e BF: brute force classical method which scans the integer numbers from 2 to

[V/N] with complexity O(v/N),

e BC: best classical method requiring O(exp|c - Id® (N )1(13 (Id(N))]) steps,

e G: Grover search based scheme with O(N 4

e S: Shor factorization wnt- &== Brutalis!
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201F: 16 qubit

BM Q Awards; News 2018 11

https://gx-awards.mybluemix.net/
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* Intel Corporation’s 49-qubit quantum computing test chip, code-
named “Tangle Lake,” is unveiled at 2018 CES in Las Vegas.

* https://www.extremetech.com/computing/261734-intel-unveils-new-

quantum-computer-declares-quantum-breakthrough
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https://index.hu/tech/2018/03/07/a qgoogle ettol a csiptol varja a kvantumszamitogepes attorest/

- A legnagyobb kihivas az OSSZEFONODAS!
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I_i MICROSOFT KVANTUM FEJLESZTO

« Kvantum programozasi nyelv: Q#

operation BellTest (count : Int, initial: Result) : (Int,Int)
{
body
{
mutable numOnes = @;
using (qubits = Qubit[1])
{

for (test in 1..count)

{
Set (initial, qubits[@]);

let res = M (qubits[e@]);

// Count the number of ones we saw:

Aol News 2018 111

set numOnes = numOnes + 1;

¥
¥
Set(Zero, qubits[e]);
}
// Return number of times we saw a |@> and number of times we saw a |[1>
return (count-numOnes, numOnes);



https://docs.microsoft.com/en-us/quantum/index?view=qsharp-preview
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S Plaintext Ciphertext V’ Plaintext &
o S > & &

Sender Encrypt Decrypt Recipient

Aliz T Bob

Different keys are used to
encrypt and decrypt message

< o

I
Key Key

« Szimmetrikus kulcsu titkositas

— Egyforma kulcsok mindkét oldalon
* Abszolut biztonsagos, ha bizonyos elbirasokat betartunk
« (Gond, hogy a kulcsot miként juttassuk el a tuloldalra????
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I-l voznreczesec A KULCSSZETOSZTAS TORTENETE

Optikai kabel
1989/91 30 cm

1993 1100 m
1995 23 km
2007 67 km

2016 404 km

Szabad légkor
1996 75 m
1998 1 km
2001 2 km
2002 10 km
2007 144 km
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'T QUESS 2017 (QUANTUM EXPERIMENTS AT
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Quantum hardware (4 Det. Scheme)
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A Quantum Leap for Cryptography
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« (Csak pont-pont 0sszekottetések mikodnek, veges tavolsagra.
* A jelenleg hasznalt tavkozlési optikai szalak is alkalmasak.

 Hogyan noveljuk a tavolsagot?
— Erdsiteni kellene, DE NO-cloning tétel az utunkba all...
— Osszefonddas megosztas+TELEPORTALAS

PONY EXPRESS ROUTE APRIL 3,1860 —OCTOBER 24,1861
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« We-allapotok Iépésrol-lepesre generalhatok elosztott
kornyezetben is.

e Join, Leave és valoszinlség Exchange operatorok
1 0 0

Figure 2: New node joins the system: nodel and node2 have already formed
a medium access system: node3d connects to node2 and performing the JOIN
operation node3d becomes part of the system.

e (Csak a birtokolt valészinliséget lehet megosztani!

2018. 05. 16.
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A klasszikus csatornak additivak

A

« De ha 0sszefonodott allapotokba kddolva kuldjuk a
szimbolumokat a kvantum csatornaba, akkor

Cys (-‘\.1®-\-2) > (‘.411(-\.1)"'('.&(-\-3)
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* Az o0sszefonoddas olyan, mint a kdbalta, ,aldas” és ,atok” is
egyben.

* Megkerulni nem lehet, ahogy learnyékolni sem.
« QOkosan kezelve viszont rendkivuli ,er6forrast” jelent.

« Az asztali kvantum PC-re még néhany évet bizonyosan varni
kell.

 Viszont a kvantum kommunikacio el6tt szabad az ut!
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“... it seems that the laws of physics present no barrier
to reducing the size of computers until bits are the size
of atoms, and quantum behavior holds sway.”

Richard P. Feynman (1985)
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