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DATA BREACHES AND HACKS SHOW TRUST IS IN RISK

World's Biggest Data Breaches & Hacks

Selected events owver 30,000 records
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WHAT IS DARK WEB? IT HAS ANONYMISED THE INTERNET!
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BITCOIN ANONYMISED THE PAYMENTS
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ANYTHING IS FOR SALE ... AS A SERVICE WITH 24H SUPPORT

(5] ATM SKIMMERS

READERS ACCESSORIES  INFORMATION
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NOT EVEN JUST WEAPONS, ALSO HITMAN AS A SERVICE
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Email: BM-2cVoNen 18dhice

baX73USLgadYTIAXW7U @bitme:

Solutions to Common Problems! We are un organized eriminal group, former
soldiers and mercenaries from the FFL, highly-skilled, with military experience
of more than five years. We can perform hits all around the worid.

y well tell you!
ntractors who

If your're @ would need to hire a killer ontine?
simply because i is arorymous. You can eheays find examples of
collabarated with cops (uhen they were facing 20 years of prison), and you (the buy
oowld end up in the : prison bevause of that. On the other hand, y 50 find examp
where potice fou had the interes! to put out o contract, and they can come to you ar ul
you can glve gour testimony (which would put the hitman ir joil),

king yoursell *Why someon

So, it is of mutual interest to make everything anonymous. This website is hoated on a series of anonymous servers, with access to the Intermet
through the Tor nehoark. You can access this site ananymously only through the Tor netwark, and 1w upload files to the server through the Tor
nehoork. You can make payments with an anonymous digitel currency, either Bitcains (hetp://bitcoin.org/) or Liberty Reserve, It means we don't
knoaw you and you don't know us. We can't send to prisom, and you can 't send us to prison. Of course yau must take a risk when you pay in
advance, but there is no interest. With risk comes rexvard. You: take a risk, and sameone can aliways cheat you. As woe said, many criminals have the
balls to do things to other peaple, but when they foce 20 years of prison they begin to talk with the potice. Risks about prison and money are ahuays
present, If you are not ready ta take a risk, don't contaet this kind of arganirations. ... Contract Kilier © 2012

- The best place to put your problems iz in a graw




ACTIVITIES BY MOTIVATION

BO%
[ CF S HEY SITEHENEE EITE

o I —
Ly Trresd il

Organized crime Feravmraikasluzgpe Smsilrkegrs

Caphineappckba Wiah drive-hy

A% ] L
Aidminawn Crwanincl iy ks n
Fivatksazim TR ITR R

State-affiliated o

Caplyrmalored dats Emillirk

0% | T e Sk e liors

g ks
Activist b
% Wik dwarkas:
System Admin L]
s i e [ F21 e amm BIR [ 8 % R o R A o
ez — ——
O Incidends
23|- 2{_“3 2:|Ll £E|f Pigurs T. Tz ass ks s ki n sy in =500 Figura H. Taprmahaae srdm sz e e TR

Figure B. 3¢lect threal actors inbreaches ower Bme

4 paloalto




MITRE ATT&CK FRAMEWORK

ATT&CK.

Adversarial Tactics, Techniques
& Common Knowledge
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Recon Delivery Installation Exfiltration




WHAT IS AN EXPLOIT AND HOW HARD ISTO DO IT?
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WHAT APPS ARE EXPLOITED THE MOST?

Wmdows /

== Windows 10




PDF, OFFICE DOCUMENTS BASED ATTACKS ARE POPULAR
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WE SAW .SRT BASED OPENSRT EXPLOIT CHAINS IN HUNGARY

- Through legitimate applications without any signs (VLC, XBOX, WD)

url, format)
&link=

~200 MILLION USERS




LNK BASED ATTACKS ARE STILL BEING EXPLOITED EASILY

Malicious link Zip File containing cmd.exe
from email an LNK file

— |[E3
|

wmic.exe Rename certutil.exe certis.exe downloads
to certis.exe files from CRC server

—




WATERING HOLE ATTACK WITH EXPLOIT KITS USING .HU DOMAINS

The exploit page finds out what your PC
is vlnerable to..

__\_\_H‘\

The webpage contacts a

malicious exploit kit page

Py ﬁh
(L
,- T
| wpr

[ ~and chooses exploits that will
You visit a specifically infect your PC

compromised webpage f l

Exploit.B Exploit.C




HACKERS STARTED TO EXPLOIT EXPOSED APPS AND VPNS

Ops



DIGITALLY SIGNED MALWARE BY TRUSTED PUBLISHERS

YildFire Verdicl - is - Maslware = - + e
Digital Signer ~  hasanyvalue ; - 4 -
Q Search ¥ Remote Search D =] (=3 » & 1 It b b2

Samples Sessions Statistics Indicators Domain, URL & IP Address Information

My Samplas | Puhlic Samples | Al Samplas | Found 10,747,261 samples in §5.7 seconds I? Sortby:FirstScer 3 Lolumrs 1 W1 N 2
wiildFire
First Seen ¥ verdict  SHA256 Digital Signer File Size (Bytes) FileType  Tags

09/08/2018 :11:41am Malware  497965Lcc042007dB0bll0££700 7ond833a8c759cdbr6d3240dbbacc2252£78 Swift Range (Alpha Criteria Ltd.) 1,810,624 PE | %* innosetup

" InstaliCore
03/08/2018 T:11:08am Malware  7H963dc011b977527900ca8a2eb5DddE22892023ch1a7020555E792a%caTef973 Prolnstall Applications SRL 630,024 PE
03,08/2018 7:09:32am Malware  7591¢2¢c24134c7ecl1e0d423952¢ealc297a263001300228a5L566¢4630cc3e Swift Range (Alpha Criteria Ltd.) 1,331,728 PE % InnoSetup

InstaliCore
03/08/2018 T:09:24am Malware  5907474b98abkdddlb?3473601d972159bfE3Te 7 labifed l0n030511c8e390£10 Syncopate LLC 595496 PE 5+ ModifyWindowsFirewal
{

Private keys stolen or left unprotected among scripts/automation/cloud buckets
Significant amount of targeted malware arrives digitally signed even from giants
Digital sign means whitelisting in many endpoint protection solutions

There are 10M+ digitally signed malware out there in the wild

2 paloalto



DIGITALLY SIGNED MALWARE
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BY TRUSTED PUBLISHERS
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05212018 T 300 Walware Bead20aThHTHOTHOIZ20TAI06ED w1 4w vy o 2 DEFESG40
05/ 20,2018 T:52:2%am Kalware bbd1100daa3donTIHenIaTeHIEha  auy e, 0, 565178 Samples Besgions Statistics Indicatars Dusniain, URL & |P Address Infermation
06/ 19,2015 10:33:23pm Kalware Bl 0n LA 134 11 1G4ATAREAHE o s mne e mee =SEE1T13
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ATTACK PROPAGATION WITHIN A GERMAN/HUNGARIAN DATACENTER

Exfiltration of code signing certificates




PCI DATA STOLEN FROM A DEVELOPMENT FIRM

IBM WebSphere
Web Server Application Server MySQL Database Server

e

mote code injection over i
SOAP over HTTP(S)

Apache Commons

e et i @




CORTEX XDR FINDINGS - LOKIBOT.AGIL.12 PREVENTED BY BTP
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CORTEX XDR FINDINGS - CRACKED GAMES ARE DANGEROUS
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CORTEX XDR FINDINGS - DANGEROUS JAVA ON BROWSERS

crnd.exe

e —
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CORTEX XDR FINDINGS - BE CAREFUL WITH PE TOOLS
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"F:\Work\FSViewer\FSViewer.exe" "g:\xxx\pics\x14.jpg"

F5\iewer.eue
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SOLARSTORM ATTACK DETAILS

Earliest identified FEYE SolarWinds
modification of SolarWinds Report
Orion software code 12/13/2020
10/26/2013
Earliest recorded Weaponized SolarWinds Orion
domain registration software updates released FEYE red team tools report
08/06/2019 3/2020 6/2020 12/08/2020

N
e >
L

2019 2021
12/06/2019 12/14/2020
DGA domain SolarWinds Security
avsvmcloud(.]com Advisory released
acquired ‘
22020

First SSL Certificate i

acquired Microsoft seizes

SUNBURST C2 domain

#» paloalto



EXCHANGE SERVER ZERO DAYS ARE EXPLOITED IN THE WILD

Microsoft Exchange Zero-Day Attack Chain

CVE 2021-26858
CVE 2021-24457F

rT_H ;] CVE 2021-26458 CVE 2021-27045
o, — [0 - B2

Adversary serdds HTTP
Amer Tﬁ;ﬁg: ?;r::'l_;wruhlu requests and authienticote Wplcuzds waks shell [ASPN aml FHF]
08 e e Gl 5 e v and executes malicouw. commands

l

POST=-EXPLOITATION ACTIVITY

—

Ired ProcDimnp ta dumps proceid of EXSrubes reconnais e D owm | 8 condidentiol imformation [
Izoss.exe fo obtain oredentials reloted commands arvd additionol fo-ols Eﬂmr;ﬁ":;:;‘ﬁ“ﬁm?m Lz

UNIT f=2




WHAT HARDWARE WE FOUND DURING POCS IN HUNGARY?

Raspberry like microcomputer

Used Power over Ethernet to power itself and
connects to two major segments of the network.
Well hidden within the server room.

USB Flashdrive looking Arduino

When connected logged on to any computer,
fingerprints the OS set itself up to keyboard and
mouse and runs its malware or exploits.

Works with MacOS, Windows, Linux




WEBMONITOR - REMOTE ACCESS TROJAN AS A SERVICE

L e < o @ a ° 4 retadi.ie o I 3

Tty “Uhwern ™ SnEbdonroe 2AL Dnmas wbs Dlesten=Sne vt [00naly Reulinse <+

v Gay "Cheese™ WebMorioor KT Comen willy T2 -a5-5 Service 1025 5)

Say Cheese WebMonitor RAT Comes with
C2-as-a-Service (C2aa$) {code} sl rroducts: abseante i Ditan A rvitas

WehMoniror Enterprise

While lacking at commediy BATS currentbs ofered onancergrourd forums, we came = )‘3%-

aomras sk omilon ] e e ks since nid-2017, W rrebiced Wl sehike delssciivm was hiph Tur Ve """‘
mast artt-wirus verdars, all tagged icwith anby genzene dotecon. &t chis paint we realzed that
allizph s e ware e Lo arovred Toe almes] o v, e were locking al @ Wberb-orckoamenied
commadiby HA L

Try the trial More about features Become affiliate

Starting at 14,93 LUR

Legally distributed remote access trojan from
revcore.eu

. Let’s have a look, what it looks like!

4 paloalto



WEBMONITOR - REMOTE ACCESS TROJAN AS A SERVICE

Capalbilities:
Applications, bluetooth, browser, webcam, credentials from browser, mail, messenger,

network, system, filesystem, keyboard, forensics, remote shell, process manager, support
of AV evasion technigues, persistance setup, etc. Sounds like a RAT, right?

INFECTED ENDPOINTS WERE ONLY EXECUTIVES AND ADMIN USERS, SURELY
TARGETED

o
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