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TECHNOLOGY IS
PART OF OUR LIVES
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DATA BREACHES AND HACKS SHOW TRUST IS IN RISK
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WHAT IS DARK WEB? IT HAS ANONYMISED THE INTERNET!
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BITCOIN ANONYMISED THE PAYMENTS
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ANYTHING IS FOR SALE … AS A SERVICE WITH 24H SUPPORT
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NOT EVEN JUST WEAPONS, ALSO HITMAN AS A SERVICE
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ACTIVITIES BY MOTIVATION
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MITRE ATT&CK FRAMEWORK
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WHAT IS AN EXPLOIT AND HOW HARD IS TO DO IT?
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WHAT APPS ARE EXPLOITED THE MOST?
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PDF, OFFICE DOCUMENTS BASED ATTACKS ARE POPULAR
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WE SAW .SRT BASED OPENSRT EXPLOIT CHAINS IN HUNGARY
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▪ Through legitimate applications without any signs (VLC, XBOX, WD)



LNK BASED ATTACKS ARE STILL BEING EXPLOITED EASILY
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WATERING HOLE ATTACK WITH EXPLOIT KITS USING .HU DOMAINS
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HACKERS STARTED TO EXPLOIT EXPOSED APPS AND VPNS
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Private keys stolen or left unprotected among scripts/automation/cloud buckets

Significant amount of targeted malware arrives digitally signed even from giants

Digital sign means whitelisting in many endpoint protection solutions

There are 10M+ digitally signed malware out there in the wild

DIGITALLY SIGNED MALWARE BY TRUSTED PUBLISHERS
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DIGITALLY SIGNED MALWARE BY TRUSTED PUBLISHERS
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ATTACK PROPAGATION WITHIN A GERMAN/HUNGARIAN DATACENTER

Hypervisor

Initial intrusion with SQL injection

1

Backdoor Hikit2

Credential Theft
Credential Theft

3

Exfiltration of code signing certificates 
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PCI DATA STOLEN FROM A DEVELOPMENT FIRM

Web Server

IBM WebSphere

Application Server MySQL Database Server

Remote code injection over 

SOAP over HTTP(S)
Apache Commons

1

Root privileges

2

Exfiltration of data 
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CORTEX XDR FINDINGS – LOKIBOT.AGI.12 PREVENTED BY BTP
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CORTEX XDR FINDINGS – CRACKED GAMES ARE DANGEROUS
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CORTEX XDR FINDINGS – DANGEROUS JAVA ON BROWSERS
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CORTEX XDR FINDINGS – BE CAREFUL WITH PE TOOLS
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"F:\Work\FSViewer\FSViewer.exe" "g:\xxx\pics\x14.jpg"



SOLARSTORM ATTACK DETAILS
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EXCHANGE SERVER ZERO DAYS ARE EXPLOITED IN THE WILD
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WHAT HARDWARE WE FOUND DURING POCS IN HUNGARY?
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USB Flashdrive looking Arduino

When connected logged on to any computer, 

fingerprints the OS set itself up to keyboard and 

mouse and runs its malware or exploits.

Works with MacOS, Windows, Linux

Raspberry like microcomputer

Used Power over Ethernet to power itself and 

connects to two major segments of the network. 

Well hidden within the server room.
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WEBMONITOR – REMOTE ACCESS TROJAN AS A SERVICE

Legally distributed remote access trojan from 

revcore.eu

... Let’s have a look, what it looks like!
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WEBMONITOR – REMOTE ACCESS TROJAN AS A SERVICE

Capabilities:

Applications, bluetooth, browser, webcam, credentials from browser, mail, messenger, 

network, system, filesystem, keyboard, forensics, remote shell, process manager, support 

of AV evasion techniques, persistance setup, etc. Sounds like a RAT, right? 

INFECTED ENDPOINTS WERE ONLY EXECUTIVES AND ADMIN USERS, SURELY 

TARGETED
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Köszönjük a figyelmet!
Kérdések:

http://panw.shor.tn/kapcsolat
VAGY

hu@paloaltonetworks.com

paloaltonetworks.com

http://panw.shor.tn/kapcsolat
mailto:hu@paloaltonetworks.com

