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Our purpose

We turn
entrepreneurial
thinking into
customers’ success

I
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Our vision

Market leadership through
technology leadership 2 5

billion euros
sales 2022
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for research and 2 9
development o b
billion euros

Ecosystems order intake
for holistic solutions 2022
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Drivers for data breaches

Number of breaches worldwide in the dataset of Verizon since the first report 30 k_

Value of data 2Ok —

Complexity and Connectivity

: : : 10k—
Social engineering

0 Source: 2023 Data Breach Investigations Report — Verizon
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Threat actors and attack vectors from Korber perspective
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. Source: Threat actors and motivations — Enisa Threat Landscape 2022
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CyberCrime actors are still the most relevant threat actor
for Korber.

Monetization of attacks (i.e. ransomware) remains the
most important motivation for attacking manufacturing
companies.

Espionage of state-sponsored actors is another high risk
that especially when it comes to internal IP transfer.

Based on observations of Korber systems, the risk resulting
from the conflict in Ukraine can be considered as low, but
not negligible.

Network and Remote Access are the most critical attack
vectors for Korber due to the heterogeneous IT
environment.

Threat actor Motivation - Attack vector

Source: Attack vectors — Barracuda blog For internal use
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https://www.enisa.europa.eu/publications/enisa-threat-landscape-2022
https://blog.barracuda.com/2016/11/17/threat-vectors-what-are-they-and-why-do-you-need-to-know-them/

Korber‘s Cyber Incident Response Cycle

Prepare
P LS — Set up all prerequisites to perform the following steps
of prevention, detection, response and learning.
@ Prevent

Learn Prepare . . A .
P Manage incoming threats and vulnerabilities, circulate them, and conduct all

the steps needed to avoid potential incidents.

Korber Cyber Detect
Manage security events to identify and communicate offences caused

Incident Response € : e .
i|> Cycle (CIRS) by malicious/abnormal behavior, network communication and/or transactions.
' S ———

Response
RESHerEe PR Investigate on potential incidents (offenses) and react properly

in terms of technical countermeasures.
Y
_Q- Learn

Verify that the incident has been mitigated, the adversary has
beteot been removed, and additional counter measures are being implemented.

Awareness is the core of everything in information security

. For internal use
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Security Is the safeguard and the enabler for your business

WE PROTECT
WHAT WE CREATE.

Information Security
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Legal disclaimer

Copyright © 2023 Korber AG or its affiliates. All rights reserved.

This document and all information therein are provided in confidence
and may not be disclosed to any third party without the express written
permission of the disclosing party.
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