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package zwfp

import (
e

"strings™

// Zero width non-printing characters
const (
zwsp = ‘\u2@@B’ // 1
zwnj = '\u2@ec’ // @
zwj = '\u2@eD’ // letter
zwnb = "\uFEFF' // word

// toBits converts each character in the string to base 2
func toBits(s string) []string {
var bits []string
for _, ¢ := range s {
bits = append(bits, fmt.Sprintf("%b", c))

return bits

/home/.../Boston_23/zwfp/cmd/z
cat meetup.txt| xargs -0 ./fzwfp
over Text: This is not the secret message

ayload: Meet me tomorrow at 6:30 a.m.

/home/../Boston_23/zwfp/cmd/z

form
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Introduction
Operating System
Basic

Cryptography
Steganography
Digital Forensics
Reverse Engineering
Binary Exploit / Pwn
Web

PCAP analysis

Misc

A few tips

Other cheatsheet

Steganography

A method to hiding something in something.

General

1. Usually when organizer gave us Image, Music, Video, Zip, EXE, File System, PDF and other files, it a
steganography or forensics challenge. Run file command first.

2. Metadata is important. Checkout the EXIF data of the file by using exiftool [filename]
command.

3. Tryissuing binwalk [filename] on the file. They may hide another file in the file.
e To extract, use binwalk -e.
* To extract one specific signature type, use binwalk -D 'png image:png' [filename].
e To extract all files, run binwalk --dd='.*' [filename].

4. Tryfile carve using foremost -v [filename] command. Foremost support all files.
Images

1. View the image first
2. Use strings command to that file.

e Try grep -i [any strings you want to filter] fromthe strings command
output.

e Example grep -1 "flag{" tofiltering the flag format only. —i option to unable case
sensitive.

3. Google the images, differentiate the md5hash . If you found same image but have a different md5
hash, it may probably have been altered.
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Acquire the critical skills of evidence preservation, disk imaging, and artefact analysis For use in court.

Room Objectives
Learn about the following to build up the confidence of future Forensics Lab Analysts, DFIR First Responders, and Digital Forensics Investigators:

s Ensure proper Chain of Custody procedures for transport to the Forensics Laboratory.
¢ Use FTK Imager to acquire a forensic disk image and preserve digital artefacts and evidence.
e Analyse forensic artefacts received at the Forensics Laboratory for presentation during a trial in a court of law.

Room Prerequisites

Before starting with this room, we recommend you clear Intro to Digital Forensics and Introduction to Cryptography.



