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Security is a defining challenge of our time



Cybercrime today equals the 3rd largest
economy in the world and growing fast
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Threat intelligence...

...Is the foundation of your organization’s defense

> To combat modern threats like
ransomware, security solutions
need strong threat intelligence

> Tl should be operationalized in
tools like SIEM + XDR to empower
detection and incident response

> Analysts need access to insightful,
hyper-relevant intel tailored to
their organization

Threat intelligence




Data and threat intelligence

Microsoft has more insight into attacker behaviors than anyone
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Microsoft takes an adversary
approach to threat intelligence
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Threat Intelligence is core to
Microsoft security products
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How customers benefit
from Microsoft Threat Intel

Finished and raw threat intel so you
can prevent, detect and respond

Intel-led approach to security that rapidly
disrupts attacks

Threat intel-powered hunting and
incident response when you need it most
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Microsoft Defender Threat Intelligence (MDTI) i

Definitive source for quality insights that protect the world from cyberthreats

MDTI is the “encyclopedia” for Microsoft Threat Intelligence, enabling an intel-led approach to security

Keep updated with finished intelligence Hunt on raw intelligence
The Tl and Threat research that powers Microsoft Security Defenders can query Microsoft Tl manually
products are made directly available to customers via an or at scale via an API to learn everything
expansive content library and investigative workbench they need about any threat infrastructure
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Microsoft threat intelligence

65 trillion daily signals + 8,500 researchers and experts
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“It takes us three minutes to do a task
that used to take at least a few hours.”

- Private preview customer

Enable response in minutes, not hours

. . and easy reporting
Microsoft Security

COpI lot Catch what others miss with deeper understanding A
of events

A hew era: Simplify the complex with natural language prompts @

Defending at machine speed

Address talent shortage by augmenting human expertise e
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Modernizing your
security operations

Security posture management

Discover whether your organization is susceptible to known
vulnerabilities and exploits. Prioritize risks and address
vulnerabilities with guided recommendations.

Incident response

Surface an ongoing incident, assess its scale, and get
instructions to begin remediation based on proven tactics
from real-world security incidents

Security reporting

‘ Summarize any event, incident, or threat in seconds and
prepare the information in a ready-to-share, customizable

report for your desired audience
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Learn more

Stay up to date on our latest threat research:

> Microsoft Threat Intelligence Blog:
> Microsoft Threat Intelligence X:

> Microsoft Threat Intelligence Podcast:

Learn more about MDTI:
>

Learn more about Defender Experts:
>

Microsoft Threat Intelligence

Learn more about SIEM & XDR:

> https://www.microsoft.com/en-
us/security/business/solutions/siem-xdr-threat-protection

Learn more about Microsoft IR:

> https://'www.microsoft.com/en-
us/security/business/microsoft-incident-response
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https://aka.ms/threatintelblog
https://twitter.com/msftsecintel
https://www.msthreatintelpodcast.com/
https://aka.ms/MDTI
https://www.microsoft.com/en-us/security/business/services/microsoft-defender-experts-hunting

Microsoft Security

Thank you.
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