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A tudasmegosztas mérfoldkovei - a CTl alapjali

Elsé Interneten terjedo virus - 1988

Elsé Internetszolgaltato - 1991

Virusok és malware-ek aranykora - 199x
Freenet - 2000

TOR Network - 2002

STUXNET - 2010

Lockheed Martin, SONY, RSA - 2011

CTRL CYBER THREAT RESILIENCE TEAM BY

VIRUS-L mail list - 1988

Els6 CERT/CSIRT - 1988

National Vulnerability DB - 1999
Abuse IP DB - 2002

VirusTotal - 2004

MALCON - 2010

Cyber Killchain modell - 2011
Recorded Future - 2012

MITRE ATT&CK framework - 2013
Mandiant - 2013



A Cyber Threat Intelligence piramis

: Vezetok es Hosszu tavu tervezés
Strategic dontéshozok Ki és miért?
: Mérnokok és Kozéptavu vedekezés
Tactical »
elemzok Hogyan és hol?
: Elemzok és Rovid tavra 6sszpontosit
Operational e
eszkozok Mivel?
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Telekom Managed Cybersecurity Services

Security Operation

NIS2 Center (SOC)

Gap
elemzés Cyber Threat

E'ma_'l IBF Intelligence (CTI) Vulnerability
protection Mentor
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SWAT, SOC tanacsadas,

SIEMaaS e-Leaming Threat Hunting érettségi felmérés

platform

Endpoint
protection

CTRL CYBER THREAT RESILIENCE TEAM BY

Penetration Testing



CTI - Gyartok, partnerek

I Recorded ; - Sodan, HackerTarget,
’ l : I : Future® MSSP partnerseg pos"rt Virustotal, HavelbeenPwned ...

Fortinet FortiGuard, Trellix GTI
Trend Micro Threat Intelligence

A Deutsche
Telekom

s el S u IBM X-Force
dsee’ Umbrella b
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" Bels6 I0C-k és Brand monitoring

A
‘Q CYBER INTEL MATRIX

MANDIANT



SOC hasznalati eset l,\l

Stratégiai informaciok, trendek
Riporting, infografika
Brand monitoring riaisztéseL
CTl alertek ®
Beszéllitéi lanc figyelése
(Supply Chain monitoring)
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Recorded Future Al $. New Al Conversation

What types of vulnerabilities were exploited in the Wi-Fi routers targeted by hackers, and what brands were
affected?

+/ Retrieving intelligence about Cyber Attack, Cyber Vulnerability and Exploit, mesh Wi-Fi routers, Russian
Hackers for the time range 2024-10-28 to 2024-11-27

Hackers exploited two critical vulnerabilities in Wi-Fi authentication protocols, specifically tracked as
CVE-2023-52160 and CVE-2023-52161. These vulnerabilities were found in the wpa_supplicant and iNet

Wireless Daemon (IWD) software.[" The flaws allowed threat actors to bypass authentication, which could

enable them to intercept traffic on enterprise networks and gain unauthorized access to home Wi-Fi

networks.[2!

Affected brands included major platforms that utilize these Wi-Fi authentication protocols, potentially

impacting billions of users on devices running Android, Chrome0S, and Linux.®! The report did not specify

exact brand names but highlighted that many devices utilizing these protocols were vulnerable.! Users

were advised to update their systems and follow recommended security practices to mitigate these risks.I51  11:22 Am

Queried for Event Type: Cyber Attack, Cyber Vulnerability and Exploit Involving: mesh Wi-Fi routers, Russian Hackers
Event Time: 2024-10-28 to 2024-11-27 [A

& 0 op
Follow-Up Questions
What critical vulnerabilities have been identified in Cinterion cellular modems and what sectors are at risk?

Which specific methods and infrastructures were utilized by the TAG-110 attacker group in their cyber operations?

What recent trends have been observed in cyberattacks against U.S. officials and defense contractors, particularly
regarding Russian hacker groups?
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SOC hasznalati esetek

Leaked credentials

IP és Domain informaciok
(Forensics)

7.

APT csoportok és jellemzoik

Technikai informaciok (CVE, 10C,

TTP...)

Hasznos hivatkozasok

...barhol, barmikor
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#5 Informed by 12 Referenc

Avast Q4/2023 Threat Report

“Babuk decryptor, which is now}|
ered a decryption tool of the Ba

Source Avast | Threat Labs on F¢

Avast Updates Babuk Ransom|

“Babuk victims can find out whe
pted files and the ransom note f

Source Avast | Threat Labs on J3

Free Decryptor Released for B

“A decryptor for the Tortilla varij
argeted by the malware to regai

Source The Hacker News on Jarj

Free Decryptor Released for B

“The encryption key has also be
ware after its source code was |

Source The Hacker News on Jarj

Free Decryptor Released for 1
“Free decryptor released for Bla
Source The Hacker News on Jar]

Domain
xxxs.info
fbi.fund
babukqg4e2p4)

19:31 9 TR 100
o “l}|-Recorded Future® <
IP Address
34.117.186.192
*
29 Risk Level Suspicious
5of 77

of 100

Total References

1000+

First Reference

Dec 14, 2023, 00:51

ASN
AS396982
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GOOGLE-CLOUD-PLATFORM

lil- Recorded Future Al Insights

Risk Rules Triggered

Insikt Group Research

0

Latest Reference

Apr 30, 2024, 05:06

GEO
Kansas City

X 30

Generated based on 5 Risk Rules

The IP address 34.117.186.192 has been identified by
the Proofpoint Reputation Feed as being associated
with adware and spyware activities, specifically used
to report user activity on April 22, 2024. This indicates
that the IP address is linked to malicious behavior
aimed at monitoring and potentially compromising us...
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and Cisco Talos recov

kch Police
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Talos, allowing victims t

ptor for Babuk ransom
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