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Periméter indikatorok

Hatarvedelem

o (2 infrastruktura query-k Shodan-al
és/vagy Censys-el:
o Cobalt Strike,

o Silver,
o Mythic,
o Pochc?,
o DNS:
o DGA,

o Entropia?
o Tunnel (TXT rekordok)
o => Sinkhole

o MISP
o ISAC-ek
o TOR Exit node-ok
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default cert: ssl.cert.serial:146473198
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r7/grab_beacon_config/blob/main/grab_beacon_config.n
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Kitiikrozott forgalom

o Suricata as an IDS
o Network rules
o SNORT syntax Suricata is far more than an IDS/IPS
o Detection Engineering

IDS Alerts

Protocol
Transactions

o Zeek

o Protokoll stack bdvitésre . -
> BACNet D a4 .8y my

o YARA rule-ok

Network
Flows

PCAP

o pOf Network Trafic SURICATA Recordings
, Cloud & On-premise
© Lelta r E}(tracted
O NVD? Files
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SIEM rule-ok

o High level loC-k
o Lookup tablak keszitese
o Retrospektiv elemzes

o Cybersquatting
o Index.hu (kis L-el)
o Védett beszallitok listaja <=> message trace log-ok

o Tunneling
o DNS TXT, CNAME, NULL rekordok
o Rovid TTL-ek

o ATO
o Ldap query

o Detection as Code

TLP: GREEN
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Detection as Code

» SIEM riasztasok threat feed-ként
* TObbszordsen tesztelve
o Linting
o RTA
o Peer review
« Tag-elve
* Minimalis emberi hibalehetdség
« MITRE Heatmap-ek
https://github.com/blackcellltd/Heatmaps

» Detection engineering
lifecycle alapjan folyamatosan fejlesztve
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https://github.com/blackcellltd/Heatmaps
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BLACK CELL Kérdések

Kérdeések

Cybersecurity today (s a race between defenders striving to build bigger and
better idiot-proof programs and the universe trying to produce bigger and better
(diots. So far, the universe is winning. (Orig..Robert Cook)
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https://blackcell.io/ info@blackcell.io
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