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AGENDA MANDIANT

now parT oF Google Cloud

* Google vs. Mandiant ©
* Miért j6 a Mandiant?
« Mandiant a platform a frontvonalbdl

»A bizalom jo dolog. Az ellenorzés meég jobb.”
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MANDIANT, A VILAGVEZETO MANDIANT

KIBERHIRSZERZESI MEGOLDAS Google Cloud

Make Google part of
your security team

Google Cloud
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MIERT JO A MANDIANT? MANDIANT

now parT oF Google Cloud

eAttekinthetévé valnak a fenyegetést jelentd tényezdk és szereplék.

eValosképet ad a kartékony szoftverekrél, a sériulékenységi tendenciakroél és az informatikat érint6
hirek elemzésérol.

eEgységesiti a végfelhasznal6 biztonsagi rendszereinek adatait, gyartétol fluggetlenul egyetlen
platformban.

oA komplex tamadasok kivedésére, XDR (Extended Detection and Response) funkcidval van ellatva a
Mandiant megoldasa.

oA SaaS-alapu (Software as a Service) megkozelités par ora alatt beépul, majd a vallalati kornyezethez
igazodik, és kovetkezetes szakért6i elemzést biztosit, koltséges manualis kiértékelések helyett.

\g biztributor



MANDIANT

now parT oF Google Cloud

Mandiant Advantage Platform
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Threat Intelligence MANDIANT

now parT oF Google Cloud

,Know who's targeting you”

« Threat intel informed by open-source and frontline experiences
« Threat insights within your existing workflows
« Al-powered search summaries m
* Cyber Threat Profile assessment

« Mandiant Intelligence Expertise

« Expert insights and context
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Attack Surface Management MANDIANT

now parT oF Google Cloud

»O€€ your organization through the eyes of the adversary”

Technology and service identification
Outcome-based asset discovery
Continuous MONItOring  p—
Active asset checks

Library
3 Issue Definitions

RELEASE DATH
Nz

Progress MOVEIt Transfer - SQL Injection (CVE-2023-36934)

& Medium Yulnerabdlity

In Progre AOVEit Transfer b 020.1.11 (12.1.11), 2021.0.9 (13.0.9), 2021.1.7 (131 0.7 (14.0.7), 202 8), D 4), a SQL inje n vulnerability has been
identified in the MOVEIt Transfer web application that could W an unauthenticated attacker to gain unauthoriz e MO ansfer database
Severity
Critical
RELEASE DAYR
0612723

Progress MOVEIit Transfer - Remote Code Execution (CVE-2023-34362)

Crivical Valneradlity

@ High
& Medium
Progress has discovered a vulnerability in MOVEit Transfer that coul to escalated privileges and potential unauthorized access to the environment.

0 Low

RELEASE DATE

O/ ramaianal LEMURLOOT Malware/Web Shell Detected (Progress MOVEit Exploitation)

Critical Compromise

Confidence
© Potential Mandiant has observed wide expioltation of a zero-day vulnerabllity in the MOVEIt Transfer secure managed file trans ftware for subsequent data theft. This vulnerablility was an
= from Mandiant incident respo engagements, the earliest eviden
e nent of web shelis

Mandiant currently attribu ] ) , @ newly created threat ter with unknown m a that has Impacted organizations opera range of (ndus

Canada, India, and the US. b m der. The seemingly opportunistic r of this campalign and subsequent data theft activity Is consistent with activity that

en from extortion f e ransom emalis in the coming days to weeks.

\g biztributor



Security Validation MANDIANT

now parT oF Google Cloud

,Know if you are prepared”

SECURITY
EFFECTIVENESS
ADVERSARY INCIDENT CYBERSECURITY CONTINUOUS
AWARENESS RESPONSE RISK VALIDATION
'_---‘1""-._
/ Mandiant |
Security “
Validation

THREAT GLOBAL FRAMEWORK EXECUTIVE
INTELLIGENCE ATTACK ~— ASSESSMENTS ATIONALzE  REPORTING
VISIBILITY INVESTMENTS

MEASURE < OPTIMIZE *« RATIONALIZE « MONITOR

Security Validation is designed to measure the effectiveness of security controls by
emulating real attacks. 'v biztributor
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Banszki Zsolt
Senior Security Strategist— biztributor
Email: zsbanszki@biztributor.hu

LinkedIn: https://www.linkedin.com/in/zsolt-banszki-620206106/
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