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Robbanasszerl fejlodése

Uj kihivasok az adatbiztonsag
teruleten

A rendszereket a feladatok
komplexitasa alapjan
valasztjuk ki:

Egyszer( problémak: gepi
tanulasi technikak

Osszetettebb feladatok:
generativ mesterseges
intelligencia, pl. Nagy Nyelvi
Modellek (LLM-ek).

@® otpbank ' KIBERLAB

ChatGPT
(OpenAl)

Large Language
Models (LLMs)

Artificial
Intelligence

i Generative
Learning Al

Midjourney
{Midjourney,
Inc)

Diffusion DALL-E
Models (OpenAl)

Stable
Diffusion
(Stability Al)

B
s
-,
-
-,
""ﬁh‘m ._.--"'ﬁ"“‘a -,
o
o~ o
. - -
o, ,.-’:_H -
-
- —
.,
h"""\-..\_
8 -
e s
e --___.-'

#J

-~ —

- —

~ " o~ B

ey - o
e . <
- .
-~ M



Tanulasi
folyamat

» Elso lépeskent az OWASP Top
10-es listajanak
tanulmanyozasa.

» Kiemelt figyelem a Prompt
Injection sebezhetoségre.
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LLMO1: Prompt Injection

This manipulates a large language model (LLM) through
crafty inputs, causing unintended actions by the LLM.
Direct injections overwrite system prompts, while indirect
ones manipulate inputs from external sources.

LLMO2: Insecure Output Handling

This vulnerability occurs when an LLM output is accepted
without scrutiny, exposing backend systems. Misuse may
lead to severe consequences like XSS, CSRF, SSRF,
privilege escalation, or remote code execution.

LLMO3: Training Data Poisoning

This occurs when LLM training data is tampered,
introducing vulnerabilities or biases that compromise
security, effectiveness, or ethical behavior. Sources

include Common Crawl, WebText, OpenWebText, & books.

LLMO04: Model Denial of Service

Attackers cause resource-heavy operations on LLMs,
leading to service degradation or high costs. The
vulnerability is magnified due to the resource-intensive
nature of LLMs and unpredictability of user inputs.

LLMOS: Supply Chain Vulnerabilities

LLM application lifecycle can be compromised by
vulnerable components or services, leading to security
attacks. Using third-party datasets, pre- trained models,
and plugins can add vulnerabilities.

LLMO6: Sensitive Information Disclosure

LLM's may inadvertently reveal confidential data in its
responses, leading to unauthorized data access, privacy
violations, and security breaches. It's crucial to implement
data sanitization and strict user policies to mitigate this.

LLMO7: Insecure Plugin Design

LLM plugins can have insecure inputs and insufficient
access control. This lack of application control makes
them easier to exploit and can result in consequences like
remote code execution.

LLMO8: Excessive Agency

LLM-based systems may undertake actions leading to
unintended consequences. The issue arises from
excessive functionality, permissions, or autonomy granted
to the LLM-based systems.

LLMO9: Overreliance

Systems or people overly depending on LLMs without
oversight may face misinformation, miscommunication,
legal issues, and security vulnerabilities due to incorrect or
inappropriate content generated by LLMs.

LLM10: Model Theft

This involves unauthorized access, copying, or exfiltration
of proprietary LLM models. The impact includes
economic losses, compromised competitive advantage,
and potential access to sensitive information.




Celok

» Prototipus létrehozasa, amely hatékonyan szliri és elemzi a felhasznaloi
kéréseket.

» Sajat modell keriil a nagy nyelvi modell elé, amely eloszor ellendrzi az
inputokat.

» Kiszlri a potencialisan karos kéréseket, miel6tt azok a f6 modellhez jutnanak.

» Aszliromodell mennyire hatékony a tamadasok blokkolasaban.
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Prototipus Kialakitasa

rubend18/ChatGPT-Jailbreak-Prompts
(huggingface)
Name
Prompt
Votes
Verazuo/jailbreak_lims (github) Jailbreak Score
platform GPT4

» Prototipus sikeres

prompt

létrehozasa és - —
created et \—'[

hatékonysaganak

community_id

felmérése

previous_community_id

reshabhs/SPML_Chatbot_Prompt_Injection

» Tobb kilonb6zo
forras felhasznalasa

User Prompt

12 542 harmful,|

Prompt injection

» Negyedmillio

Source

p rom pt 8 878 harmful,

8 800 neutral

synapsecai/synthetic-prompt.injections
(huggingface)
rext 126 533 harmful
Iabel 126 423 neutral - ¢
Train Database
category N
id
prompt
predictionguard/promptinjections
huggingface)
prompt Lakera/mosscap_prompt_injection harmful
huggingface]
INJECTION (hugging )
level
prompt
answer
raw_answer {l@
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Modell Kivalasztasa

» A prototipushoz a DistilBERT modellt valasztottuk, amely a BERT nyelvi g
modell kisebb és gyorsabb valtozata. "

» ABERT képes a szavakat mindkét iranybol értelmezni, biztositva a pontos
kontextualis megértést.

» A DistilBERT optimalizalt formaja kevesebb szamitasi eroforrast igényel,
de hasonlo eredményeket biztosit.

» Ugyanazon a nagy méretl angol nyelvii adathalmazon lett elotanitva, igy
nyelvi megértési képességei hasonloak.
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Eredmenyek

» A prototipus vegul 93%-os pontossagot ert el a tamadasok
felismerésében.
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Tovabbi celok

» Adatbazis frissitése
o Atamadasok fejlédése miatt folyamatosan frissiteni kell az adatbazist.
» Integracio a keretrendszerbe

o A prototipusunk a nagyobb biztonsagi keretrendszer része, bdviteni kell mas
tamadasi kategoriakra is.

» Magyar nyelv tamogatasa
o Magyar nyelvl adatbazis létrehozasa.
» Tovabbi modellek tesztelése

o Alternativ, hatékonyabb modelleket keresése.
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Koszonom szépen a figyelmet!
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