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el AzIDS legyen inkébb sajat? (Ne!)

Kivalo IDS-termékek és szolgaltatasok érhetdk el a piacon, megfelel6 szakértelemmel tamogatva.
Miért kell azzal foglalkoznunk, hogy mi hogyan fejlessziink egyet, amikor valosziniileg nem fogunk?

A piacon kaphato termékek szinte barki szamara, igy a potencialis tamadok szamara is elérhetok.
Képesek elemezni miikodésiiket, és képesek tervezett tamadasaikat tesztelni. Amator eszkozeink
sokszor szuboptimalis dontéseink miatt deviansnak osztalyozhatnak olyan haldzati miiveleteket,
amelyeket, alapos megfontolas utan a profi fejleszték joindulatiinak osztalyoztak.

A meglévo rendszerek mellé bizonyos esetekben megfontolando6 idonként sajat modell feltanitasa
és futtatasa.



Szaktudas nélkiili osztalyozas

Amikor gépi tanulassal behatolasdetektalo modellt épitiink, a halozati forgalombol vett
tanitoadatokban rejl6 statisztikai tulajdonsagok alapjan osztalyozunk, és nem szandékunk annak
felismerése, hogy valdjaban milyen miiveleteket hajt végre a tamado vagy a tamadast végrehajto
programkod. Kérdésiink az, hogy , nem pedig az, hogy

A vizsgalt attribitumok nevét véletlenszamokkal helyettesithetjiik!

Mindegy, hogy halozati tamadas vagy adocsalas detektalasa a cél.



O_ﬂi‘ Szakmai cikkek

Cikkek a Cyber Intrusion Detection Using Machine Learning témaban leirjak, hogy

mi az ID és, hogy a cél gépi tanulasra épiil6 Intrusion Detection System kifejlesztése

ismertetik a fébb tamadasi osztalyokat

leirjak a gépi tanulas f6 modellezo eljarasait (Bayesian Network, Naive Bayes classifier, Decision
Tree, Random Decision Forest, Random Tree, Decision Table, Artificial Neural Network, k nearest

neighbor...)
definialnak egy teljesitménymetrikat ( )

felrajzolnak egy diagramot, hogy a kiilonb6z6 mouellek hogyan teljesitenek (esetleg a kiilonboz6
tamadasi osztalyokon)



@ Mi kell a reprodukalhatésaghoz?

e adat-mintavételezés (preferalt!) vagy letolthet6 tanitoadatok, cimkézettek vagy cimkék kivalasztasa
(pl. ado regisztracios e-mail-cimhez hany k-nal tobb regisztracio tartozik?)

e tamadasi fajtak praktikus kategoriakba csoportositasa (minden csoporthoz legyen sok, gazdagon feltoltott feature-matrix)
o eldfeldolgozas: duplikaciok, hianyzo adatok kezelése, szamma alakitas, normalizalas, sulyozas,

o feature selection: az osztalyoktol fiiggetlen feature-ok eldobasa, csak a legjobb pl. 30-50 kivalasztasa

e szakmai jelentéstani leirasuk, mémoki szempontok alapjan az eddigiek feliilvizsgalata

e Tanito-, teszt- és értékeld adatok reprezentativ szétvalasztasa

o Kkivalasztott ML-eszkozok (pl. scikit-learn, Pytorch, Keras-Tensorflow stb, esetleg sajat ML fejlesztés!)

e afentiek és a modellfeltanitas programozasa

e modellek feltanitasa, tesztelése, vizualizacio, ahol lehet

o tamadasok generalasa, osztalyozas helyességének mérése, felismert zero-day tamadasokbol
post-ot / cikket irni!

o elemzés, képességek és korlatok felismerése, bemutatasa

o akifejlesztett eszkoz produktiv hasznalatbavétele (tapasztalatok bemutatasa)



Hogyan elemziink?

SZAMOK KATEGORIAK
(FOLYTONOS) (A, B,C..)

ATTRIBUTUMOK

SZOVEGEK
(SZO VAGY NYELVI
ELEMZES)




Hogyan elemziink?

0 if X/ ,ijelong to the same class.
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Kontrollalt gépi tanulas
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Kontrollalt gépi tanulas
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Kontrollalt gépi tanulas

APPROPRIATE-FITTING
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Kontrollalt gépi tanulas

OVER-FITTING
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Kontrollalt gépi tanulas

OVER-FITTING
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ERROR

ERROR

Kontrollalt gepi tanulas
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Tanito algoritmus

A bemeneti (tanito) adatok (Vdb) kiilénb6z6 tulajdonsagat
(mezéit) szamokka alakitjuk, és elhelyezziik egy N-dimenzids
térben. igy minden adatot egy pont reprezental.

Kontrollalt gépi tanulas (pl.): a pontok valamilyen kategoriajellemzdvel birnak
(pl. csalard / nem csalard) és olyan (hiper) feliiletet terveziink kozéjiik, amely
az eldzetes kategorianak megfelelden valasztja szét a pontokat.

Nem kontrollalt gépi tanulas (pl.): a pontok az V-dimenzios
térben definialt tavolsag (kozelség) alapjan tobbé-kevésbé
elkiilonithetd alakzatokat alkotnak. Ha ezekhez az alakzatok-
hoz tulajdonsagot tudunk kotni, akkor kategoériakba soroltuk
az adatok altal leirt entitasokat.

A fenti modellek alapjan a kategoriajellemzdével még nem rendelkezd
entitasokhoz kategoriat tudunk rendelni.
Magyarul: eléitéletet tanitunk a géppel!
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(@ Tanito- és tesztadatok (+ kiértékelés)

1. Intrusion detection evaluation dataset (CIC-IDS2017, Can. Inst. for Cybersec)
"Generating realistic background traffic was our top priority in building this dataset.”

»ihe data capturing period started at 9 a.m., Monday, July 3, 2017 and ended

at 5 p.m. on Friday July 7, 2017, for a total of 5 days. Monday is the normal day and only includes the
benign traffic. The implemented attacks include Brute Force FTP, Brute Force SSH, DoS, Heartbleed,
Web Attack, Infiltration, Botnet and DDoS. They have been executed both morning and afternoon on

Tuesday, Wednesday, Thursday and Friday.”

University of New Brunswick Intrusion detection evaluation dataset

2. Sajat adatgyiijtés szimulalt tamadasokkal vagy dobozos IDS-szoftver altali cimkézéssel


https://www.unb.ca/cic/datasets/ids-2017.html%20University%20of%20New%20Brunswick%20Intrusion%20detection%20evaluation%20dataset%20(CIC-IDS2017)

3 UNIVERSITY OF Kyra Mozley
QP CAMBRIDGE Murray Edwards College
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1 Machine Learning for the Detection
adatalapu of Network Attacks

megkozelités

Computer Science Tripos - Part 11
May 2020



B Research program

No. Task Priority  Difficulty Risk

1  Find a suitable dataset High Medium High

2  Preprocess the dataset Medium Low Low

3  Perform feature selection on the dataset Medium Medium Low
Perform the chosen five machine learning algorithms on the data, and ‘ . ‘

4 High High Medium
evaluate using the validation set

5 Compare the different models to create the final model Medium Low Low

6 Evaluate the final performance using the test set Medium Low High

7  Build a system that can extract the chosen features from real-time traffic =~ High High High
Combine the machine learning model from task 5 and system from task . . .

8 Medium High Medium
7 to create the intrusion detection system
Ewvaluate the performance of the IDS created in task 8 by simulating a _ _ _

9 Medium High High
variety of network attacks




BB Preprocessing - észszerii osztalyozas

Label Entries More general Original

REmE 2,273,097 categories categorles

DoS Hulk 231,073

Port Scan 158,930 Botnet Bot

DDoS 128,027 Brute Force | FTP-Patator, SSH-Patator

DoS GoldenEye 10,293 DDoS DDoS

FTP-Patator 7,938 DoS DoS GoldenEye, DoS Hulk, DoS Slowhttptest, DoS Slowloris
SSH-Patator 5,897 » Probe Baieh Somn

DoS Slowloris 5,796 Web Attack | Web Attack: Brute Force, Web Attack: XSS
DoS Slowhttptest 5,499

Bot, 1,966

Web Attack: Brute Force 1,507

Web Attack: XSS 652

Infiltration 36

Web Attack: SQL Injection 21

Heartbleed 11




A Chart to Show Cumulative Feature Scores
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B Preprocessing - megmarado feature-ok

Feature

Description

Feature

Description

dest_port

flow_ duration
bwd_packet_len max
bwd_packet_len min
bwd_packet_len mean
bwd _packet len std
flow IAT mean
flow TAT std
flow IAT max

flow IAT min

fwd IAT total
fwd TAT mean

fwd IAT std
fwd_IAT max
fwd_IAT min

bwd _IAT total
bwd_IAT mean

bwd _TAT std
bwd_IAT max

bwd IAT min

Destination port number

Duration of flow in microseconds

Maximum packet length (backward direction)

Minimum packet length (backward direction)

Mean packet length (backward direction)

Packet length standard deviation (backward direction)

Mean packet inter-arrival time

Standard deviation of packet inter-arrival time

Maximum packet inter-arrival time

Minimum packet inter-arrival time

Total packet inter-arrival time (forward direction)

Mean packet inter-arrival time (forward direction)

Standard deviation of packet inter-arrival time (forward direction)
Maximum packet inter-arrival time (forward direction)

Minimum packet inter-arrival time (forward direction)

Total packet inter-arrival time (backward direction)

Mean packet inter-arrival time (backward direction)

Standard deviation of packet inter-arrival time (backward direction)
Maximum packet inter-arrival time (backward direction)

Minimum packet inter-arrival time (backward direction)

fwd PHS flags
fwd_packets_s
max_packet_len
packet_len mean
packet_len_std
packet_len var

FIN flag count
SYN_flag count

PSH flag count

ACK flag count
URG_flag count
avg_packet _size
avg_bwd_segment_size
init win bytes forward
init win bytes_backward
active. min

idle mean

idle_std

idle max

idle min

PSH (push) flag count (forward direction)

Number of forward packets per second

Maximum packet length

Mean packet length

Standard deviation of packet length

Packet length variance

FIN (finished) flag count

SYN (synchronisation) flag count

PSH (push) flag count

ACK (acknowledgement) flag count

URG (urgent) flag count

Average size of a packet

Average size (backward direction)

Number of bytes sent in the initial window (forward direction)
Number of bytes sent in the initial window (backward direction)
Minimum time a flow was active before becoming idle

Mean time a flow was idle before becoming active

Standard deviation of time a flow was idle before becoming active
Maximum time flow idle before becoming active

Minimum time flow idle before becoming active




B Eredmény

hasznalataval | N,
Confusion Matrix for Final Results
Benign 453877
Botnet
Label Precision (%) Recall (%) F1 Score (%) % of Training Data DS
0
Benign 99.97 99.91 99.94 80.32
Botnet 82.65 82.86 82.76 0.07 e DoS
=
DDos 100.00 99.97 99.98 4.53 v
<< FTP-Patator
DoS 99.76 99.95 099.86 8.90
FTP-Patator 99.94 99.87 99.90 0.28 Probe
Probe 99.36 99.97 99.67 5.62
SSH-Patator 100.00 99.83 99.91 0.21 SSH-Patator
Web Attack 99.76 97.69 08.71 0.08 Web Attack
Average 97.68 97.51 97.59 12.50

DoS
FTP-Patator
Probe
SSH-Patator
Web Attack

Predicted



@ Intrusion-Detection-CICIDS2017 Pubiic ® Watch 1 ~
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m egkozel Ites . noushinpervez Add file 5379339 - 2 yearsago L) 3 Commits

[ Intrusion-Detection-CIC-IDS2017.ipynb Add file 2 years ago
(Y README.md Update README.md 2 years ago
0 README VA=

Intrusion Detection (CIC-IDS2017)

This repository contains an in-depth analysis Overview
Of the |ntrUSi0n Detection Eva|uati0n Dataset This repository contains an in-depth analysis of the Intrusion Detection Evaluation Dataset (CIC-IDS2017) for
. : Intrusion Detection. Canadian Institute for Cybersecurity (CIC) designed this dataset for the development and
(CIC'I D82017) for |ntrUSIOn Detectlon, evaluation of intrusion detection systems (IDS). The primary focus of this repository is to showcase the
. . . implementation and comparison of different machine learning models for binary and multi-class classification
ShOWCﬂSI ng the Im p|ementatlon and tasks. The dataset can be obtained from here.
comparison of different machine learning Dataset Characteristics

models for binary and multi-class
classification tasks.

Size and Composition

¢ Qver 2.8 million instances were captured over 5 days (July 3 to July 7, 2017).

¢ Includes normal traffic and various attacks: Brute Force, Heartbleed, Botnet, DoS, DDoS, Web Attack and
Infiltration.

* A highly imbalanced dataset with a majority of records labeled as 'Benign.' (normal traffic)

Data Features
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B Feature korrelac

Intrusion Detection
(CIC-IDS2017) GitHub repository

A mellett

a -re is valaszt keres a
szemantikus adatelemek egymas kozti és
a cimkékkel valo osszefiiggések
elemzésével

GitHub repository:

Intrusion-Detection-CICIDS2017

Destination Port [l

Duration
1 Packets
Total Backward Packets
Total Length of Fwd Packets
Total Length of Bwd Packets
Fwd Packet Length Max
Fwd Packet Length Min
Fwd Packet Length Mean
Fwd Packet Length Std
Bwd Packet Length Max
Bwd Packet Length Min
Bwd Packet Length Mean
Bwd Packet Length Std
Flow Bytes/s

Flow Packets/s

Flow IAT Mean

Flow IAT Std

Flow IAT Max

Flow IAT Min

Fwd IAT Total

Fwd IAT Mean

Fwd IAT Std

Fwd IAT Max

Fwad AT Min

Bwd IAT Total

Bwd IAT Mean

Bwd IAT Std

Bwd IAT Max

Bwd IAT Min

Fwd PSH Flags

Bwd PSH Flags

Fwd URG Flags

Bwd URG Flags

Fwd Header Length
Bwd Header Length
Fwd Packets/s

Bwd Packets/s

Min Packet Length

Max Packet Length
Packet Length Mean
Packet Length Std
Packet Length Variance
FIN Flag Count

SYN Flag Count

RST Flag Count

PSH Flag Count

ACK Flag Count

URG Flag Count

CWE Flag Count

ECE Flag Count
Down/Up Ratio
Average Packet Size
Avg Fwd Segment Size
Avg Bwd Segment Size
Fwd Header Length.1
Fwd Avg Bytes/Bulk
Fwd Avg Packets/Bulk
Fwd Avg Bulk Rate

Bwd Avg Bytes/Bulk
Bwd Avg Packets/Bulk
Bwd Avg Bulk Rate
Subflow Fwd Packets
Subflow Fwd Bytes
Subflow Bwd Packets
Subflow Bwd Bytes
Init_Win_bytes_forward
Init_Win_bytes_backward
act_data_pkt_fwd
min_seg_size_forward
Active Mean

Active Std

Active Max

Active Min

Idle Mean

Idle Std

Idle Max

Idle Min

Attack Number

File display

Correlation Matrix
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Features with positive correlation with 'Attack Number':

File display
AniA At 4 1. Flow Duration :0.21
. KorreIaCIo CImkeveI 2. Bwd Packet Length Max :0.44
3. Bwd Packet Length Mean :0.43
4. Bwd Packet Length Std :0.45
5. Flow IAT Mean 10.17
6. Flow IAT Std :0.33
7. Flow IAT Max :0.38
8. Flow IAT Min :0.01
9. Fwd IAT Total :0.22
10. Fwd IAT Mean :0.15
11. Fwd IAT Std :0.41
# Positive correlation features for 12. Fwd IAT Max 0.38
14. Bwd IAT Std :0.16
pos corr features = corr['Attack 15. Bwd IAT Max 0.12
Number'] [ (corr['Attack Number'] > 0) & 16. Bwd Packets/s :0.07
(corr['Attack Number'] < 1)].index.tolist() 1;' E:§k22ctzﬁgtﬁn&:2n Eg'g7
19. Packet Length Std :0.41
print ("Features with positive correlation with g?‘ E?;kgta;eggﬁztvarlance Eg'gg
'Attack Number':\n") 22. PSH Flag Count :0.21
23. ACK Flag Count :0.03
, , 24. Average Packet Size :0.36
for i, feature in enumerate (pos corr features, 25. Avg Bwd Segment Size -0.43
start = 1): 26. Init_Win_bytes_forward :0.04
corr value = corr.loc[feature, 'Attack Number’] g;: ﬁgii:g mizn ;g:g%
print ('{:<3} {:<24} :{}'.format(f'{1i}.", 29. Idle Mean :0.38
feature, corr value)) 30. Idle Std :0.08
N 31. Idle Max :0.38

32. Idle Min :0.38
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B Azeredmény

Model 1 Model 2
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