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Hunting with traps
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Tactics, techniques and procedures
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2024 year in review
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Malware by AI: MALWaiRE

characteristics are typical to code originating from 

generative AI solutions like ChatGPT, Gemini, or CoPilot
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GenAI without moral
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Malware by AI: MALWaiRE
BlackMamba: Using AI to Generate Polymorphic Malware



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Cisco Confidential

Prevent and 
DETECT
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Splunk in action - web application under attack
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Splunk in action - web application under attack
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Splunk in action - web application under attack
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Cyber Deception
Hunting with Traps



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Cisco Confidential

© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

What is cyber deception?

• It slows down the attacker, make them work 
harder

• Significantly increases your chances for 
detection

• It does not replace existing defense solutions

• It should complement and feed the other 
security layers

• Militaries have been using deception for many 
years
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Deception stories – frustrate the attacker
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Deception stories - – frustrate the attacker
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Deception stories – frustrate the attacker

At its core, the map page uses the Google Maps API, and functions identically to the standard 

Google Maps.

Used to identify the physical location of a web user with a combination of geolocation techniques using 

a browser's share location feature, the visible WiFi networks, and the IP address.
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Canary tokens
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The easiest way is to use service like…

The doc file contains hidden element that 
references an external URL controlled by the 
canarytoken server
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Thinkst Canary and Splunk integration
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Honey account

password: Snor3darrAidc23ijDyopegOwifhymp

It’s a super user! be careful
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File Audit Policy

1. Create a folder and file, name it to sound important. For example: 
C:\Network_topology\diagram.pdf

2. Change the local audit policy for file access to generate logs. Secpol.msc → Local 
Policies > Audit Policies > Audit object access

3. Right click on file → Properties → Security tab → Advance → Auditing tab → 
(enable it) → Set “Principal” to Everyone for all permissions. 

Unlike a Canary token, which requires a file to be opened 
and supports limited file types, this works differently. They 
are complementary, you can use them both.

Watching acces for a specific file (Folder)
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File Audit Policy

• Edit the file and add some content to it. 

• It should generate Security Event ID: 
4663

• Feed the log event to Splunk and make 
an alert to it!

 host\user

Accessed object, the file

Process name
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Outlook Web Access (OWA) honeypot

1. git clone https://github.com/joda32/owa-honeypot.git

2. pip install -r requirement.txt

3. python owa pot.py

https://github.com/joda32/owa-honeypot.git
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Prevention is ideal, but detection 
is a must!
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The bridge to possible
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